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1 Strategic visionfor the SRA

This SRIA defines the priorities for research, and innovation for European cybersecurity industry in upcoming yea
As SRIA of a contractual Public Private Partnership, the emphasis is on transforming innovation arttbaptita

new business opportunities that help to solve the challenges that Europe (and others) are facing, but also bring
growth to cybersecurity industry, helping to create new technical solutions and services and support their go tc
market actions irthe European internal market as well as in entering to other markets.

The initial SRIA we are proposing to initiate the European cybersecurity cPPP has been developed to answer |
main strategic objectives of the cPPP, namely:

1 Foster and protect from cyy threats the growth of the European Digital Single Margensidering its
cultural and economic ecosystemensuring alevel playing field (access to products and services with
adequate security, independently of the provider)

1 Develop the European cybesecurity market and the growth of a strong, competitive European
cybersecurity and ICT industry, with ancreased market position

1 Develop and implemeniEuropean cybersecurity solutions for the critical steps of trusted supply chains, in
sectoral applicaions where Europe is a leader

1.1 An evolving environment

The cybersecurity environment is in perpetual evolution. In order to develop the SRIA we had to consider existin
technologies / solutions / services / threats and their possible evolution. In additte also to consider the current
and future ICT and ICT security market.

We are entering a period of transformation due to the nature of systems and services, including 5G, IoT, and mor
| SNB |NB 42YS O0OSNIlFIAyfe y2dbERYyaz2uAgSEREKEZAIKKE 8OS
investment.
For instance, we have to consider the following phenomena:

U ICT convergence

o Softwarisation and virtualizatio&@ dynamics and perimeters of the systems disruption (part of 5G,
for instance)

o R&E|l YR 2LILRNIdzyAGASa (2 O2y@PSNHS aSOdaNARiGe& Fo
o Xaa$ C end of perimetric/proprietary systems and its defence, usage (and industry) going to
consumption of services instead of by system property
o0 ICT and OfOperations Technologies) convergence
A Infrastructure required to become up to mission critical
A Scalability, distribution and limited intrinsic 10T in terms of security capabilities
U Increased B2B needs

A Market fragmentation with FOGIoT, XaasS etc.

1 XaaS= Anything as a Servitlee acronym refers to an increasing number of services that are delivered over the Internet rather
than provided locally or osite.

2 FOG computing or FOG networking is an architecture that uses one or a collaborative dauifitanduser clients or near

user edge devices to carry out a substantial amount of storage (rather than stored primarily in cloud data centers)
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A Data echange in confidentiality (not just privacy) much more necessary than before
(including security data)

U Analytics availability

A Both a risk (privacy, data quality, and so on) and an opportunity (e.g. to increase smart
detection of threats of any kind: frayderrorism, etc.)

U Security as a service

A Is increasingly seen as a solution to compensate for lack of skills and means (from citizen t
industry / economy)

0 Label/SLA
A European industry needs an EU label (despite different points of view from MS)

A European ndustry needs standards or ways to describe a security service and the SLA
attributes of a service in terms of security

1.2 Cyber coordination and cyber pillars (ecosystem) projects

The development of the SRIA has considered the wide palette of threats arayreed products & services
segmentation. Once defined with experts the present and potential future needs / gaps, we have tried to group the
many priorities in an appropriate way to take the best decision for investments on R&l but also on further
implemertation of the developed innovation.

At the same time, we had to consider the development of the whole ecosystem that will provide awareness anc
sustainability for the best implementation of these solutions.

To support and better coordinate the implementati of the SRIA, we have proposed (about 10% of the overall cPPP
budgetfor the two following topick

1 Cyber Coordination Projectamainly devoted to coordination and support activities at several levels (e.g.
market update, link across R&I projects, disgation & awareness, events etc.)

1 Cyber Pillarssociatechnical ecosystems for innovation and experimentation

0 Cyber Pillar for cybersecurity trustworthy Innovation (to support SMEs and-gtartinnovative
business models, etc.)

o Cyber Pillar for a techeal cybersecurity experimentation and training ecosystem (e.g. support to
O0SNJ NFry3IS SYyg@ANRYYSyida SylrofAy3a GKS 3INRGGK
cybersecurity capacity by enabling practical haodstraining, testing, exercising, &wating,
education, experimentation and validation activities, support to standardisation and possibly to
certification and trust labels, validation of the elements in the value chain, etc.).

These are support actions that can have an impact on all theradifferent projects, market segments and
application areas.

Adequate investment in these projects will provide the solid substrate to build and develop innovation and the
European cybersecurity users and suppliers.

Other non-technical aspectsidentified in the SRIA(for further development in the frame of an European
cybersecurity industrial policy) are:

1 Education, training, skills development

9 Fostering innovation in cybersecurity: development of a cybersecurity ecosystem

communication (rather than routed over the internet backbone), and control, configuration, measurement anagement
(rather than controlled primarily by network gateways such as those in the LTE core network).
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Define the cybersecurity valughain
Boosting SMEs
Bottom-up Track for Cybersecurity Innovation

Standardisation, regulation and certification

=A =4 =4 4 =4

Societal aspects

1.3 Cyber technical projects / technical priority area
A more consistent work is expected when dealing viyber technical projes / technical priority areas which
accounts for about 40% of the SRIA budget.
Five main areas have been identified for such basic Products & Services:
Assurance / risk management and security / privacy by design

1
1 Identity, access and trust manageme(including Identity and Access Management, Trust Management)
1 Data security

1

Protecting the ICT Infrastructuréncluding Cyber Threats Management, Network Security, System Security,
Cloud Security, Trusted hardware/ end point security/ mobile security)

1 Securiy services (including Auditing, compliance and certification, risk Management, cybersecurity
operation, security training services)

This is the sector for R&l activities deeply involving the entire supply chain, from academia for basic research ai
modelling, to RTOs for further development of the ideas, to users for specification of operational needs anc
industries (large / SMES) to bring technologies and basic solutions to higher readiness levels.

1.4 Innovation deployment andvalidation

1.4.1 Cyber trustworthy i nfrastructures / Integration project
¢tKSaS tNRPRdzOG&a 3 {SNIBAOS& INB (GKS o0FaA0 daodzAf RAY3
Innovation deployment and validatiorapproach that accounts for about 50% of the SRIA budget.

Consistent withthe industrydriven approach and the objectives of the cPPP, this is the part where suppliers and
users / operators should integrate, test, validate and demonstrate innovations. These projects are intended tc
integrate and bring innovations as close asgible to market and initiate a close cooperation across the different
all 1SK2ft RSNJ G2 0Oft2aS GKS aRSIGK @FftSeeg Al LI
Four main areas of integration have been identified bydileer trustworthy infrastructures / Integration projects

9 Digital citizenshipgincluding identity management)

1 Risk management for managing SOC, increasing cyber risk preparedness plans &cNIS

1 Information sharing and analytics for CERTs and |SAi@sludes possibly trusted SIEM, cyber
intelligence)

1 Secure Networks and ICTSecue and trusted Routers, Secure and Trusted Network IDS, Secure
Integration, Open source OS). Particular emphasis and budget is given to this area, as considere
fundamental and strategic for Europe and the possibility to develop solutions in sensitivatégstr
areas where an increased Digital Autonomy is needed.
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1.4.2 Demonstration/ cyber pilots project

The next step foreseen by the SRIA roadmap is the implementation of these (transversal / generic) solutions 1
different kind of verticals, each with their owspecific needs. This approach dealing wittmonstration/ cyber

pilots projectshas been proposed to work closely with users and operators (public and private) to allow them to
verify the need and the results of the introduction of innovative solutionsfiactive environments. Main targets

and priorities are those areas that present strategic interest (economic, political / national security, societal) ir
Europe, including but not limited to:

1 Smart Grids (Energy)

Transportation (including Automotive / Eldrical Vehicles / Logistics/ Aeronautics/ Maritime)
Smart Buildings and Smart Cities

Industrial Control Systems (Industry 4.0)

Public Administration and Open Government

Healthcare

=A =2 =4 =2 =4 =

Finance and Insurance

1.4.3 Bottom-up Track for Cybersecurity Innovation

A lest approach is dedicated to tH&ottom-up Track for Cybersecurity Innovatiolt. aims at reducing the time from
idea to market, stimulate private sector investment and to take bBestlassinnovations on a fast track to outpace
international competition.For cybersecurity and privacy innovations industry can propose any R&I topic related to
any sector. This track aims at complementing the-greéined pillars as well as set priority R&I topics.

1.5 Examples of prioritisation

We have seen that the palette of prities is very wide and the SRIA is very ambitious in its formulation of challenges
and envisaged projects.

Yet, all these topics are important for the cybersecurity of the specific systems or of the specific applications.

Prioritisation should be fountbr Products/Services/Technologies (Technical Projects) and the Cyber Infrastructures
OLYGSANI GAZ2Y tNRB2SOGa0d® ¢KS +£SNIAOKE ! LI AOFdA2ya o
evolution and do not necessarily need to be priaed (they can also take advantage from the complementarity with

20KSNI Il Hnuny wSAA2y It FdzyRSR AYAUGAFGAGBSa yR 20KSNJ

If we are looking for a possiblgrioritisation in terms of Technical Projectave could consider as priorities the
following:

1 Protecting the ICT Infrastructure and enabling secure execution.
9 Data Protection/Security.

The above two technologies are partially provided through Security & Privacy by Design and Identity & Acce
Managementwhich are to be considered as enablers of the top priorities.

1 Managed Security Services are also to be considered a priority due to the need of empowering widesprea
baseline Cyber Security adoption (also justified by the very high market dynamics, esti¢edes § 4.2.2 of
the Industry Proposal).

Looking for a possiblerioritisation in terms of Cyber Infrastructurese could consider that:

1 The evolving needs for ICT security, e.g. for mobile communication, cloud, virtualization etc. For instance, tf
evaution of communication networks towards 5G is ongoing, and also linked with 3GPP and ETSI standar
new releases. The 5G goal of providing an ecosystem for reducing costs and favouring new services abovi
directly related to solutions considering mulépbearers, network slicing, network functions virtualization
GAUK LINRPOGAAAZY @Al [ f2dzRE SGO0dX 1 ff 2F (KSasS az2f
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a way to validate the guaranteed reliability and level of protection of each comyamighin the ecosystem.
Therefore Cyber Infrastructure for Secure ICT is necessarily a top priority in the budget.

1 The Digital Citizenship with all aspects related to Digital Identity Management and secure access to all Pub
Administration services isapidly proceeding in all European nations, and this requires an adequate
protection of the related platforms, so also the Cyber Infrastructure for digital citizenship is a priority (also
justified by the high market dynamics, as presented in 8§ 4.2.2 dihestry Proposal).

1 New services are more and more based on information sharing and data analytics, with data gathered fror
the web, sensors, and information providers. Data must be protected and trusted if we want to generate
value from them, especialliff we think of applications in Health, Finance, and Critical Infrastructures.
Therefore we have also to consider as a priority the related Cyber Infrastructures for Information sharing
storage and analytics, with a relevant support given by the Cybexsinfictures for Intelligence, Threat and
Risk Management, relying on technologies as Artificial Intelligence, High Performance Computing, an
Advanced Visualization. Probably the budget related to these two last cyber infrastructures can be lower, bu
the activities cannot be delayed.

2 Executive Summary

The rapid development in the digitalisation of economic activities and societies, the emergence of new technologie
and the rise in digital connectivity and interconnectednassmatched by a correspondingeeleration of needs for
technologies and solutions to provide security, ensure privacy and maintain trust in digital systems and networks
These needs are reinforced by the increasing prevalence and changing nature of cyber threats, and modes of atte
and forms of malicious behaviour. These developments are not delimitated by national borders and, specifically i
the context of theDigital Single MarkeQ(SM, require a response at a Europelavel.

Building on the fast digitalisation of several sectofrgshe European economy, the need for a comprehensive; pan
European approach on cybersecurity is gaining strategic importance for the European society and industry as
whole.

Cyber security is an essential enabling factor for the development and estiobitaf digital technologies and
AYy2@8FGA2y YR A& GKSNBF2NBX AYySEGNARAOlIofte fAYy]1SR
G2 SYG@ANRYYSyYy(lf YR a20ASGlIf 3J21ftad { LISOATiplikey &>
economic areas (e.g. health, energy, transport, finance, communications, Industry 4.0, and public services) must
accompanied by cybersecurity solutions that meet the needs of emerging digital markets.

The European cybersecurity market is abeup:’> O A ®Sd | 62dzi emTtofyd 2F GKS |
2015), with an average yearly growth slightly larger than 6%, when the world market is growing aB&digear.
Also for this reason, it is urgent for Europe to boost its growth in yiesecurity / IT security sector.

Recent study compiled byuropeancybersecurity industryeaders pointedout that Europe is in danger of falling
behind in the international digital economy field. The study report also emphasised an important strémggfact

that Europeis the most trusted area in the world when it comes to ensuring high level of data security and privacy.
This competitive advantage needs to be maintained and built upon. To improve the situation, we need to build or
our strengths andackle the weaknesses taking advantage from the many opportunities the dynamic digital market
is offering.

The proposed cPPP should provide an important component to delivering this response, bringing together actol
throughout Europe and across the diversegments of the economy and society implicated in the development of a
secure and trusted digital market (e.g. technology and solution suppliers and service providers, public and privat
sector customers and users, policy makers and public administgtionpursuit of an agreed and coordinated
strategy and policy actions aimed at:

1 Protecting the (growth of the) European Digital Single Market from cyber threats;

9  Structuring, consolidating and strengthening the European cybersecurity markettrw#tworthy and
privacy awardechnologies, products services and solutions;
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1 Supporting the development of European capabilities to develop and bring to market innovative
cybersecurity technologies and, thereby, building a strong, resilient and globally compé&titiepean
cybersecurity industrwith a strong Europeabased offering and an equal level playing field

The objective of this proposal is to bridge the gap between capacity building and the deployment of trusted
European cybersecurity solutions on Europeand international markets. Therefore, creating new business
opportunities forEuropeanindustry while addressing the challenges faced by Europe and defending its stance or
safeguarding the privacy of citizens.

This objective substantiates the intentido build a sustainable cybersecurity industry in Europe, even beyond the
scope of theECSPPP, by setting up a long term industrial strategy to reach expected impacts monitored through
Key Performance Indicators (KPIs).

It should be noted that this promal should be aligned with the establishment of a shared ecosystem and the
support of cybersecurity industrial activities fostering the exchange of experiences, competences, pooling @
resources, raising general awareness, setting up general educati@tifisgraining programmes etc.

Based on an analysis of the current nature and evolution of cyber threats in Europe supplemented by a detaile
SWOT and market analysis, the proposal suggests to build this long term industrial strategy upon the strateg
priority areas (both technical and naachnical) identified in the SRIA (Strategic Research & Innovation Agenda).

The commitment of stakeholders, for project activities running in the context oEG&PPP, is targeted to add a
leverage factor of 3 in adlibn to the European Commission (EC) contributions under Horizon 2020 instruments.
Therefore,the economic and industrial relevance of the scope of the cybersecurity cPPP coupled to relevan
activities for market development, will facilitate Research dndovation (R&I) investments in addition to and
beyond the engagement of the EC in this partnership.

Having strong offering in the cybersecurity domain is also a crucial part in increasing the European digital autonon
for sensitive applications. Anotheelevant aspect is that there are many new emerging technological realities that
are still in the early adoption phase and need the cybersecurity offering to be developed to match their specifi
needs. As these new areas (e.g. 10T, Big Data, Quantum JogypQtoud, Mobile and embedded systems, smart
grids etc.) are still emerging and escalating, then everybody has an equal chance to provide necessary cybersecu
products and services.

Europeancybersecurity industry should take advantage of these opydties, particularly in those economic
sectors and applications where Europe is leader. In some field, several cPPPs have already been brougdht to life
these areas, collaboration with those other cPPPs is foreseen in the current proposal

The proposhrecommends the creation of an international rprofit association calledECSQvith a governance
model structuring the work and activities of actors engaged in B@&ScPPP. This Assaociation will allow open
participation of all legal entity established ithe countries participating in H2020. Ascarity is a national
prerogative the participation of representatives from the national administrations is expected as well.

While the ECEPPP will focus on R&I, tRECS@\ssociation will tackle also otherdustry policy aspects for market
and industrial / economic development.

The link between the SRIA priorities with its R&I prioriti@ghich are the target of th&aCSPPP- and the policy
support activities which are one of the main targets of tBECS@\ssociation is essential to get the commitment of
the private sector and reach a satisfying leverage factor as envisaged in the cPPP H2020 rules

3 Research and Innovation Strategy

3.1 Context, overview and Implementation Strategy for SRIA

We remind some iitial guidelines for the cPPP (that includes recommendations for the SRIA):

1 Gather industrial and public resources to deliver innovation against a jointly agreed strategic research an
innovation roadmap.
1 Maximize available funds through better coordinatiavith European countries
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Focus on a few technical priorities defined jointly with industry.

Seek synergies to develop common, seeteutral technological building blocks with maximum replication

potential

1 Obtain economies of scale through engagemerthwasers/demand side industries and bringing together a
critical mass of innovation capacities.

1 Be a platform to discuss other supporting measures for the industry

=A =

Several projects and initiatives have been launched for defining strategwarch and inngation agendas o
cybersecurityand relatedfieldsas cybercrime and cyber defence). Many stakeholdeesnvolved. The cPRRould
maintain an open process of structuring 8RIA

The initial SRIAas beerelaborated by thenformal cPPP SRIA WG (infally created during the Jan. 2®&ick-off
meeting) starting fronfindings ofthe NSWG3 SR and defining and agreeimgiorities together with the industry
(and MemberSatesrepresentative) by using qualitative and quantitativeethods.

The NIS WG3 BRcovers the wholecybersecurity spectrum from different but complementary set@chnical
perspectives. It is thus structured around 3 areagalted Areas of Interest (Aol), with the titles of

1. Citizen Digital Rights and Capabilitileoking at cyberscurity from an individual perspective),
2. Resilient Digital Civiiation (taking a collective/societal perspective),

3. Trustworthy Hyperconnected Infrastructures(looking at the secure and resilient infrastructuresin
particularcritical infrastructureg. This Area of Interest is th@rgestand can bearticulatedin:

a. ICT Infrastructure (including cloud, mobile, networks, etc.)
b. Smart Grid¢Energy)

Transportation (including Automotive / Electrical Vehicles)
Smart Buildingand Smart Cities

IndustrialControl Systems (Industry 4.0)

=~ 0o 2 o

Public Administration and Open Government
g. Healthcare
h. Finance and Insurance

Each of these areas provides a Vision, a list of issues challenges, an inventory of (Technology, Policy, Regulat
enablers vs inhibitors and ds with an analysis of the gaps where a number actions are recommended (as per
nature of the gap) to fill in those gaps and so achieve the Vision (this may range from research action t
standardsationaction going through regulation action).

In addition,to the recommended actions at individual level (i.e. Aol level), there are the recommended actions at
collective level that this section stresses and which result from the -@nalysis performed of the 3 Aols. Taking
inspration from the cross analysige can give here the main researcbmmonalities identified by NIS WG3

Fostering assurance
Focussing on data

Enabling secure execution
Preserving privacy
Increasing trust

Managing cyber risks
Protecting ICT infrastructures
Achieving usecentricity

© N OAWDNPRE
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These topics are illustrated more into the detailsimthe NIS WG3 3Rgivingtheir further refinements in subtopics
and proving a timeline for their solution. We claim that those topics should be of interest of the scientific,
technological and industrigommunities.

One of the main reommendations of the NIS WG3/Ras also the creations of a global contractual governance
that would approach holistically the business and innovation issues relategbrsecurity

This definitely demands consideringrket as well as strategi@ationalissues.

3.1.1 Cybersecurityproducts and services
In this cPPP the industry perspective will be analysed and developed in order to contribute to the creation of the
Digital Single Market:

1. Stimulate the competitiveness and iowvation capacities of thaligital securityand privacy industry in
Europe
2. Ensure a sustained supmyinnovativecybersecurity products and services in Europe

We thus consider the main elements of the market and the security products and services kadhuose the
cornerstone of our approach for the identification of thgbersecuritytechnical priorities as well as the main vertical
sector of analysis as depicted by the NIS directive and consultation for cPPP.

We use the following classification foybersecurityproduct and services (others could be used as well):
CybersecurityProducts & Services:
9 Assurance,excurity/ privacyby design
9 Identity, access and trust management
0 ldentity andaccessmanagement
o0 Trustmanagement
9 Datasecurity
9 Protecting thelCT Infrastructure and enabling secure execution:
0 Cyberthreatsmanagement
0 Networksecurity
0 Systensecurity
0 Cloudsecurity
o0 Trusted hardware/ end point security/ mobile security
9 Cybersecuritgervices
o0 Auditing, compliance and certification
o Riskmanagement
0 Cybersecurityoperation
0 Security training

Another alternative segmentation (proposed in the NIS WG3 Business cases and innovations paths deliverabl
proposes the following classification based on sectors where in the next years good market opportargties
envisioned:

9 Security services and capabilities

3 While there is a general consensus that those topics are relevant we leave as future work thdined classification of the
relevance based ontler criteria as scientific and technological excellence, business relevance and societal impact.
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1 Trusted and resilient infrastructure
1 Secure software/systems engineering methods and tools
1 Security management solutions

Thed toducts& Services | LILIMIRbe té cornerstone of our analysis for défig the technical priorities for

the cPPP. In doing so we will consider the vertical sectors (as smart gkdS,lef G KZ X0 FyR G KSAN
products. The main goal is to provide a settgbersecuritycapabilities technologies thatan be used idifferent
applicationdomainswith maximum efficiency and impact

The first phase i# set up these priorities. Also the maturity level of such products should be analysed in order to
see the Europeanybersecuritystrength and weaknesses.

In the following picture we link the vertical secto(er application domains or hyper connected infrastructuess
mentionedin the NIS WG3 SRwith the products and eventually with the research areas/topics to be funded to fill
the existing gaps.

cPPP perspective on Products and Services and relationshippplitation domainsind SecurdCT infrastructres

From Application domains to Secure ICT infrastructures to Security Product
Services
Hyperconnected (Critical) Infrastructures
*E s Public Service Smart &
=
T gppllcg tlorlIndustry 4.0 Energy | Transport| Finance / Health Secure Other
a omains eGovernment Cities
Built on top of
Secure
.ICT loT Mobile Embedded | Networks/5G CIOUd/. Other
infrastru web services
ctures
Relying on
=Y ° 2
()] P =
> n c ~ | @® 1= i)
T B. |8 |, |22 || Bl% |E|B
2_ B8 |s |£ |3 12 |5 |e8lEs| B8y
Products 2 S G E |® |3 |8 |3 3| sc|82| 2|89
52 Rg |8 |§ |o |v ® |25 |5&| ® | &9
¢ S8 s l8 |2 | |g |2|8S|EL| & |5
Services |5 T 2 £ E |8 |5 |5 S|88|85| =238
E Ee s |8 |2 |8 |&|T3|290] % |8
s g° |2 s 157 |°| 818 |8 |3
b =} (= = = @ 2
n < 8
Research
Areas/
Topics

The vertical sectors will provide requirements and needs to the lower layers, by requiring proper technologies an
processed to secure the development and operation. These products in turn will use security product and service
These are stilhian evolution phasand research needs will farther identified or detailed
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3.1.2 SRIA Preparation Process with broader community

As mentioned before, e initial SRIAhas beendevelopedstarting from the findings of the NIS WG3 and further
elaborated insié theinformalcPPP SRIA WiBring the4 months of initial operatios. For the future, we do plan to
collect input from all the cPPP WGs, interact with the scientific and technology advisorys ¢atam consisting of
the NIS WG3 members and PASAG oad)ollows the governance procedures as set up byBEESONe will also
consider the practitioners communities including white hat hackers.

The cPPP SRIA is planned to be revised yearly.

3.2 Mechanisms for SRIA implementation

TheECSSRIA will use a coordited set of mechanisms to implement its research and innovation activities. In doing
so, it will also be coherent with the H2020 framework although proposing also mechanisms to overcome some of i
limitations.

These mechanisms are common also to othdé?fefe.g.Big Data Value):
1) CyberGoordination Projects: mainly devoted to coordinatioand supportactivities at several levels
2) Cyber Pillarssociotechnical ecosystems for innovation and experimentation

3) Cyber Technical Projects. mainly devoted to buildhe basic capabilities, often involving research and
innovation actions

4) Cyber Trustworthy Infrastructuregighthouse projects):

9 Large projects able tdevelopcyber infrastructuresallowing a betterprotection of the Europen
DSM, while promotingEuropean innovative products and servicescross several application
domains

5) CyberPilots: developed to pilot and experiment solutions in specific vertical domains

In principle other kind of instruments could be set up, especially when working at nationahaédgvel and by
suing structural funding.

Five kinds of mechanisms

In order implement the research and innovation strategy, and to align technical with cooperation and coordination
aspectsfive majortypes of mechanisms are recommended:

1 Cyber Coordingon (Coordination and Support Actions)These projects will foster cooperation (also
international) for efficient information exchange and coordination of activities. In particsilgport could
be provided by the following envisaged activities

0 A coordnation action for theECS@peration

o Coordination actions fothe KPIs monitoring activities

o Coordination actiors for cooperation at national/regional/level (cross border cooperation)
o Coordination actiors for international relationships with US/Japan/Wodwide

o0 Creation of an European Observatory t¢ime cybersecuritymarket

1 Cyber Pillars qocictechnical ecosystems for innovation and experimentatiomining): Combination of
organsatioral and technical elementswill allow challenges to be addressed miaterdisciplinary way and
will serveas a hub for other researcimnovationand experimentatioractivities. We envisage at least Cyber
Pillars for:

a. Cyber Pillar for Innovatiorg Cyber Trustworthy Innovation Ecosystem

b. Cyber Pillar for training/education¢yber experimentation facilitiesg Cyber experimentation and
training Ecosystem
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1 Technical projects:Small or large scale technical projectsften R&I activitiesfor developing new
cybersecurity capabiities. We should ensure that tke projects contribute to develop the technical
competences and contribute to the KPIs of the cPPP. Thegects wouldbe based on the technical
priorities defined in the later sections

1 Trustworthy Cyber Infrastructuresdifhthouse projects): Large projectsthat will help to developlarge

Five mechanisms for ECS cPPP implementation in the H2020 programme

infrastructure in the cyberspagemainly crossng severaldomairs that may lead to a direct competitive
advantageto industry and or of strategic relevance rffd&curopeancountries It includeslarge scale projects
which couldbe funded though a number of different channels, including Horizon 2020 and structural funds.
They are specifically designed to raise awareness of the Partnership and give it increased visibility.

a. Cyber Infrastructure for information shariagd analytics
- for CERs and ISACs
b. Cyber Infrastructure for digital citizenships (including identity management)
c. Cyber Infrastructure for risk management
d. Cyber infrastructure for Secut€T
- Secure andTrusted Routers, Trusted Network IDS Secure Operating SystemsSecure
Integration Services.

2016 2017 2018 2019

H2020 Work Programme 2016/17 2018/19

| Cyber Pillars (saclo-technical | i H i
ecosystems) > Cyber Trustworthy Innovation Ecosystem >

Cyber Exp-erlmantat!nn and Tralning Ecnsvster_n >

i i
3 »

Cyber Filots (on vertical sectors) z - > r |
| - d z il
| Cyber Infrastructures cross sectors) 5 Digital citizenship (ID, 1AM, eGov ..) >

> Cyber risk managérnent (M5 Dirsctive, ...] .
> Inhrmation sharing and analrtl_cs (SIEM, ...)
> Secure ICT (Networks, Router, Cloud, 05..) >

Technical projects (based on technical |
| priarities) ; : ol d

| 3 5 3 > |
Coordination ECS0 :unp-eratlinn & dizzemination [ cnrnim >
' |3 KPI monitoring activities >

I3 cooperation : >
{ 2 International relationships i {
I A Eurcpean observatory y S

These lage demonstration actiomcould would have a sufficient budgeigtween20and40a e 2 F 2 @S
total budget)to provide significant results and impa&pecific sbject would be choserach yearollowing
primary criteria of proximity to the market (that is, high marketable readiness level or high investment
readiness level). On thigspect, a significant number of those final customers,-esérs (or investors)
should be present and involved in the project as active part of the consortium. They should participate in the
backbone of the project conception from the beginninthe lighttouse projects should respond to a
consistent business case and, subsequently, they should provide a robust business plan to be implementse
in a relative shorterm time-scale (i.e., less than 3 yedmsmarket). This philosophy should be one of the
main divers for the election of the annual priority for this action. Because the magnitude of their impact,
the lighthouse projects have also to clearly demonstrate how the sector, subsector or application domair
will be substantially influenced, not only becauthe technological step forward but also on other aspects
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such regulations and policy recommendations, customer behaviour and attitude, new business models (i.e
cyberdA y a dzNJ y OS Y GiNdp $hé Mnges expBale® impact of the lighthouse projeas only at
Europeanlevel but abroad, the proposal of the annual focus theme would be aseed and coordinated

with the MemberSatesand the other countries participating in the cPPP

1 Cyber PilotsiThese projects, mainly innovation based, are devotedhe piloting of solutions, in specific
vertical domains. These pilots will use the cyber infrastructures previously described and capabilities
developed in the technical project® demonstrate how the developed innovations can satisfy specific
requirements in key vertical sectors, gathering attention and commitment of users and potential
procurement bodies

Theseprojects(in particular the cyber infrastructure ones)NS G NA I3ISNBR | yR 3JIdzZA RSR 03¢
put in place by stakeholders drmembers of the Partnership. They can be funded by private, local, regional or
structural funds coming from cities, regions, banks, atel make up a significant and crucial contribution in working
towards the smart urban systems of tomorrow.

3.2.1 Interaction among instruments for implementation

The following picture highlights the role of the different kind of proggotthe cPPP. In particular, technical progect
are used to deliver the basic capabilities (building blocks) on top of which both large nfrastructures(cross
domains)and domain specific pilotsan leverage

One of the main goalof the cPPP is the achievement jifot solutions forcyber infrastructurs. Such cyber
infrastructures shouldddresscore aspects of ICT. The number and sizd® pilot projects will depend also on the
relevance of the sector for the cPPP members as well as the avoidance of duplication ofwaffodther European
initiatives.
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Interaction among instruments (focus on infrastructures, technical projectpitotd).

3.3 Relationships with other cPPPs

Cybersecurity pervades several application domains as previously evidenced. While the cPPP cyber would suppor
an industry led approach, the definition of requirements and main research challenges, still, ynapglication
domains, it is crucial to check the existing efforts done/planned with respect to other cPPPs (or European initiatives
We can mention here some of the European initiatives that could be relevant for the cPPP in cybersecurity.
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Existing PPRsith the European Commissiame:

9 Factories of the Future (FoF)
Energyefficient Buildings (EeB)
Sustainable Process Industry (SPIRE)

Big Data Value (BDVA)
European Green Vehicles Initiative (EGVI)
Photonics

Robotics

=A =/ =/ =2 =4 4 =

High Performance Computing (HPC)
1 Advanced 5G networks for the Future Internet (5G)
Other Research PublRrivate Partnerships in FP7:
1 Future Internet PPP (PPP)
1 A 3D printed key to the Factory of the Future
1 Nanotech sun block for your home
1 Modular, flexible, sustainable: the future di@mical manufacturing
Other important initiatives which could be linked to the ECS cPPP are:
1 The AIOTI (Alliance for Internet of Things Innovation)
1 The EIP AHA (European Innovation Partnership on Active and Healthy Aging)
9 The EIP SCC (Smart Cities andramities)
1 Sesar JU (for a Single EuropeancSkiy Traffic Management)
1 Shift2Rail JU
i ECSEL J8léctronic Components and Systems for European Leadgrship

Several envisaged members of the cPPP cybersecurity are active members in these initiativese tfvpiirticular
relevance to create explicit flow of information with those, as 5G, BDV, FoF, EeB, HPC that definitely immediate
overlaps with some of the research challenges we plan to address here. As part of the cPPP SRIA definition, th
stakeholdes will be contacted and the cybersecurity cPPP could also provide a sort of overall cooperation, trying tt
ensure that the main security concepts are developed inside the cyber cPPP, thus avoiding the creation
duplications or technological silos inegjfic domains that would not allow proper interoperable evolution of the
technologies.

In the following picture we show some potential relationships.
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4 Estimated budget

Given the current time frame we analyse the budget for 22020 also considering thahost of the topics have
been also fixed already in the appropriate committees for 2016 (and mostly 2017).

We tried to balance among the different instruments, including the ratio between research and innovation activities,
providing slightly more relevae to the latter.

It is estimated that for an entire programme of 4 years, and where projects will of course continue to run severa
years beyond, an investmentof agpE A Y 1St & eypna O606AGK |y KeéLR(iKSaAa
¢y20S GKIFG F2tt26Ay3 1 wunun NBAYOdzZNBASYSyd NYzZ Sz (GKS
FNRBY LINR2SOG LI NIYSNA 27F | 02 dziatedebetweera 2017 @idd202R. Gived thélS |
current trend and the significant role of innovation in the cPPP Cyber, a tentative budget sharing has bee
developed:

40% of the budget will be allocated to research and innovation or related activities,

51%in CyberInfrastructures (integration and demonstration) to bring innovation close to
market

- 6% to projects developing the ecosystem
- 3% to coordination and support activities.

The estimated budget initially depicted by the cPPP SRIA WG is presented belovurdéngly given in a coarse
grain format.

The rationale for the following simulation of budget distribution is based upon the following elements.

The budget distribution over the 4 years (EC contribution + contribution from project partners) is congide2017

the amount presently envisaged in the ongoing call for proposal (ending August 2016). Also the distribution of th
budget allocated in 2017 among the different priorities is following (as much as possible) the existing worl
programme. The budyg in the following 3 years is more or less stable, for an average annual overall amount of
NRdzaKf & eHpnao
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[221Ay3 G GKS 0dzR3ISG RAAGNROdzZIAZY AY (KS RAFFSNBY
development of the ecosystem, isughly constant over the years, with a slight increase after 2017, for a possible
better support to testing tools and education activities.

¢KS RAZAGNROGAziA2Y 2F o2 Ay O22NRAYIGAZ2Y YR &dzJJ2 NI
years.

The two main areas where the budget is distributed are the R&l actions (i.e. the technical projects based o
G§SOKYAOFf LINA2NRGASAD 6AGK nmE: OADPS® ¢ onna 0dzRISE
different applicationsp A 1§ K pmM>* OA PSP ¢ nooa 060dzRISGUL D

While research activities will increase and peak in the middle of the programme, the innovation actions of nove
FLILIX AOFdA2ya YR (SOKy2ft23ASa 6GKS aO@0SNJ Ay ¥FNI aid NI
Indeed, after the relavely limited value for R&I activities in 2017, the budget (aillleast)double to provide strong
support to new technologies and services.

¢tKS RAAGNAROdziA2Y 2F GKS e€eonna FY2y3 GKS RAFFSNBY
segmentatian) has been divided in the 5 main areas:

9  Assurance, security and privacy by desif®o of the R&I actions budget
9 Identity, access and trust managemeti% of the R&I actions budget
1 Data security: 1% of the R&I actions budget
1 Protecting the ICT Infrasicture andenabling secure execution: %of the R&I actions budget
1 Cybersecurity services: %lof the R&I actions budget
¢KS 0dRESHNRWNO(ST aSOdNRGE FyR LINAGFO& o0& RSardyé

z A

point of view, butda O2y aARSNAY3I GKS LINA2NAGASAE AYLRASR o0& GK
¢CKS 0dzRISG F2N) aO8o0SNARASOdz2NAGE aSNBAOSae¢ O2dzZ R f 22]
service sector. Likely this value, initially estimated by thé $&hnical experts, will be updated in the future when

better leveraging upon marketing / industrial experts.

A_ L LA = L

¢CKS o0dzZRANEIGFA@MNAYWI (GKS L/ ¢ LYFNIadNUHzOGdzNE YR Syl ofA
the overall R&I actions), bute estimate that this is the core area where there will be strategic market evolutions in
the future, and where European solutions will be needed, for instance of threat identification and management, for
overall system security including IoT, 5G and otm®bile devices, for cloud security efthe D priority in Cyber
Infrastructures (Secure Networks) is actually gathering several high priority elements. For this reason, its budget
considerably higher than the other priorities.

¢KS 0dzZRISHTRR NI NHDGB8INBEY2F enooa Ad RAGARSR Ay (KNB
A Lyd8aNIdGrzy tNR2SOGA O0F2NIOFHEARFIGAZY 2F SEAAGAY

A 58Y2y&aiGNI A2y «k LIAf20 LINR2SOGa oaz2fdzairzya AYLYX
AYTFNI a0 NHzOG dzNB€¢ 06 dzR3IS

A Bottom up track on innovation (a new instrument teduce the time from idea to market, stimulate
private sector investment and to take bestclassinnovations on a fast track to outpace international
competition)Y mMsE:? 2FNIKSFHIOE 0 NHzOG dzNB ¢ 0 dzR3IS

¢tKS 0dzZRISVW2WR2MNNIGGA2Y k LIAT20G LINRP2SOGA&A¢ A& Y2NB 2N
applications, with some priority given to those applications where Europe is leader.

¢KS 0dzRISG T2MNIDOKS 20¢/0 Alyiy2WIHdi2y ¢ Aa ljdzAGS fAYAGSRZ
I LILINR | OK ¢ @

The budget for the integration projects is quite important and is divided into the main areas for transversal
validation of innovative technologies and servicearticular emphasis is given to the area of secure networks and
ICT, as considered fundamental and strategic for Europe and the possibility to develop solutions in sensitive
strategic areas where an increased Digital Autonomy is needed.
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2017 2018 2019 2020 TOTAL %

CYBER PILLARS 10 13 14 14 51 6.0%
Trustworthy Innovation Ecosystem 15
Technical Experimentation Ecosystem 36

RESEARCH & INNOVATION ACT(@hlIsical projects based on techni

priorities 44 107 98 90 339 39.9%
odM DM tNAZ2NAGE GaC2&8G0SNAYI | 8&dNI yO§ FyR §SOdzNAfiée 42y Rl LINRK @I
identity, access and trust management 36
odmMdDH t NA2NRGE GLRSyGAGR yR |! 0S4y alyl ASYSyiE
odmdo t NA2NARGE aGa¢NHAG af ylF 3SY[Syié
data protection, including encryption 63
odmdn t NA2NARGE a5 GF &S[OdzNR G 8¢
Protecting the ICT Infrastructure and enabling secure execution: 150
odmdp t NA2NRGE a/ @0SNJ ¢KNBIF Gal al yI 3SYSyi{
odmdc t NA2NARGE abShg2Ny| { SOdNR G & ¢
oPMDT t NA2NARGE a{eaidsSYy [ SOdzNRn|Geé
odmdy t NA2NARGE [/ f2dzR { BOdzNA (ife ¢
0obdMDD t NA2NRGE a¢NHzZGSR| KI NRg|F NBk §yR LRAyld aSPdNRiGelk Y206A

Security services 48

odPmdmMnN t NA2NARGE &! dRAGAYIE O2YL AL yO§ I yR PSNIATRAOL GA2[yE
odMDPMM t NA2NARGE awAal al y|l 3SySylié
obdMOMH t NA2NRGEe adal yI 3SRkl yI 3S|ySyid &SOdNRjJe aSNPAOSas¢
odmdmoO t NA2NRGE a{SOdNRARGe| GNI AYJAyd agNBAOS]E
CYBER INFRASTRUCT (Jiré&duts / services used in different applications) 50.9%
Integration Projects (validation of existing technology solutions) 20 63 71 70 224
A) digital citizenships (including identity management) 22
B) risk management for managing SOC, increasing cyber risk prepara
plans for NIS etc. 45
C) information sharing and analytics For CERTs and ISACs (includes
trusted SIEM, cyber intelligence) 40
D) Secure Networks and ICT (Secure and trusted Routers, Secure an
Trusted Network IDS, Secure Integration, Open source OS) 117
Demonstration / Pilot projects (solutions in different applications) 20 45 50 50 165
Energy, including smart grids 18
Transport 22
Finance 18
Healthcare 22
Smart & Secure Cities 22
Public Services / eGovernment 31
Industrial Critical Systems / Industry 4.0 32
Bottom up track on innovation 0 13 14 17 44

COORDINATIO($takeholder cooperation for Roadmapping Disseming

& Communication; KPl monitoring activities; MS cooperation; Internati
wStlGA2yaKALIT 9! 206aSNBI G

100 248 254 248 850 100.0%

5 Cyber Pillars

Cyber pillars are aombination of organisational and technical elemeqtaill allow challenges to be addressed in an
interdisciplinary way and will serve as a hub for other research, innovation and experimentation activities.

The envisaged prioritiegonsider the development of a trustworthy innovation ecosystem and a technical
experimentation ecosystem.

¢CKSAS LINA2NRAGASE hoNBchn@AILINEASE NER (f MS/a] ¢S RLINIRE SIyKISS Ry £ I 0 S NJ
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5.1 CyberPillar for cybersecurity trustworthy In novation

Background

The proposed pillar will support the convergence of actors required to strenddueopeancybersecuritymarket,
convergence of innovators, academic entrepreneurs, industry, venture capitalists and educators focused on impa
of technobgy rather than development of technology is critical to the market maturation.

Cybersecurity innovation embodies process, service, organisational, people, administrative and marketing
dimensions Stakeholdersecognise the requirement activities identifiehe need for supports innovatioscross the
entire lifecyde. Funding supports and interventioma initiatives aimed at core R&hetworking, customer
engagement and commercialisation are warrantelhnovation drives new product realisation and devetamnt.
Significant opportunities exigor innovation in thecybersecuritytechnology space, yet complex market, regulatory,
policy, commercial, and economic considerations create several barriers to transforming research outputs int
marketcentric productand service applications.

Cybersecurity products and services still diverge quite a lot from traditional goods, as they are public goeds (no
excludable and nomival), theoretically not scarce, opportunity costs of their use are not as high as fotidredii
goods and there are strong externalities in their production and use. Moreover, their technical complexity increase
information asymmetries and renders competition dynamics that are quite different from the traditionatdomtk
mortar industries €.g. there is a strong monopsiitiontendency).

Innovation processes in cybersecurity and privacy industries require higher security standards compared to othe
industries and it can be expected that some of the open innovation models will not be appliedh order to serve

the security of the innovation process. This trustworthiness factor greatly influences and a Cyber Pillar provide
opportunities to address this in Europe.

Cybersecuritys a risk mitigation measure rather than providing any direttirn on investment value itself making
value propositioning and justification arguments more difficult égbersecuritysuppliers Moreover, the difficulty

of estimating tangible benefits leads to a problem of making a business case for spendiyigasecurity Often,
companies only react with increased spending on IT security after adaede data breach has occurred. In such a
situation, it is relatively easy for IT staff to make a business case. So timing is important for showing the valt
propostion of innovativecybersecurityproducts and services. Furthermore, as firms act under budget constraints,
the option of spending more funds on improving IT security competes with other options that might improve
revenues (such as spending more on marik@t Support to vendors on financial prioritisation is essential.

A Cyber hub focybersecuritycan support organisations to invest and transform their ideas into their products,
services and systems that are informed by the market conditions therebyasitry feasibility of success by
considering the market and business aspects as a major part of their technology offidriagpioneeringnarket

lens serves to promote and ensure technology developments are aligned to market, regulatory and economi
standards and underpinned by sound market segmentation and demand considerations to enable commercialisatio
of innovation. In addition, it is crucial to link intdisciplinary research in the area of innovatieith other European
Horizon 2020 initiatives, othe concept, process and actuation of knowledge and solutiomreation and ce
implementation (see for example H2028SG2015, New Forms of Innovation).

A European Cyber hub for trustworthy innovation should be consideregsential element of theecosystem that
enables the growth otybersecurityhA Y Rdza § NB | YR AUGNBYy I G KSYy 9 dzNP Lisodsss, O8 ¢
service, organisational, people, administrative and marketing dimensiofble goal is to provide ecosystem that
resembles to reblife business environment for product and service market release.

A key enabler of this hub is the innovation network and knowledgebase delivery from an impartial source (natione
and ParEuropeancybersecurityclusters would be strong candidates), cotitdm a strong approach that would
greatly assistcybersecurityinnovators. In addition, influencers can educate society of the consequences for
neglecting cybersecurity or the violations of privacy.

The fragmentation of thecybersecuritymarket and commuity in Europe, split between business and technical
expertise, and platforms in their current sep need many modifications to enable bigger scalability (e.g. data
analytics development, market definition, competitor analysis.
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9 Assess existing economicdaprocedural barriers to innovation and identify appropriate incentives needed
to increase security product and service adopt®n;
1 Focus on trustworthiness; Reputation and value chain analysis at European level
1 Cybersecuritynetwork analysis; trends on global alliances and partnering strategies
1 Facilitate financing management of-gpaling and spiouts.
Challenges

The nuances andifficult aspects of innovatioreside inthe market domain in which it is situated, as innovators
need to know where they fit, what the demand is, what are tbgulations, whaare their customers, and is there
room for them in the marketThe value of $ I G (G SOKy2f 238 Ayy20F A2y Aa y?2
market for it. No innovator or funding body wants a situation where technology innovation is chasing a market
application. Forcybersecuritytechnology innovation to have a commercialewhnce and societal impact there has

to be an integration of technology push and market demawdnetheless, it is also the responsibility of innovators

to create that demand within the market, if it is not immediately explicit.

1

The approach t@ybersecuity business innovation is fragmented across domains, technobxapelerators
and Incubators

There is a tendency to adopt competitor innovation models, whereas customised innovation practices base
upon requirements are essential. Training can addreiss th

There is conflict in collaborative research in relation to process (knowledge) and product (economic benefit)
incentives to harmonise basic research and disruptive innovation are required.

There is limited support for stakeholders to prioritise susaility of research beyond initial funding, paths
to market delivery are immature

There are no open hubs to involve more participants to the product and service realisation, training,
investment, modification, market alignment etc.

Reputation based inn@tion is dispersed, alliances are one dimensional

Cybersecuritytrustworthy innovation has difficulty testing its int@perational capacity and shifting
between pillars should be facilitated

Envisaged actions (with links to KPIs)

1 Research, developmentand implementation of a cybersecurity trustworthy
innovation hub environment that enables stakeholders to increase their innovi
capacity in a European context

T NS FyR dzLJO2YAyYy3a {a9Qa YR Ayy2@l GA
outputs in oder to embed these within the market place and compete effectively.

1 Transparency afybersecuritymarkets toward competition policy enhancement
1 Increase innovation productivity, pursue formalized innovation procedures.

o align incentivisation within existirg innovation ecosystem and culture
Europe

implement an analytical approach to innovatimcentivisation
conduct evidencédased implementation ahcentivisation

monitor incentivisationof innovation

o O O O

tailor incentive schemes to risk associated wiitle innovation (incrementa
or greenfield)

o0 evaluate successes and failures.

1 The gbersecurity domain is highly trublased, hence prior reputation and credibili
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is necessary in order to successfully sell products and services in the dc
Cybersecuty innovators need to manage their trustworthiness formally for mar
credibility.

1 Innovators should consider alliances and partnerships with other organisatiol
enter the market.

1 Developing and piloting the opemub concept to widen the range of befgaries,
including universities, SMEs, tradesmen etc.

Development of sustainable business models.
Development and piloting of analytics modules to enhance market management
Researching, development and piloting of modules to support innovation KPIs

Rearch and development to use cybersecurity innovation gurus.

= =/ =4 4 =4

Defining and maintaining reference architectures, frameworks and inter
standards, and encourage and-cadinate the creation of ecosystems of compatit
and interoperable products and servicacross a cluster of research and innovat
projects. These architectures, frameworks and standards should be defined in ¢
way as to promote competitive innovation, and should themselves be designe
evolution.

5.2 Cyber Pillar for atechnical cybe&security experimentation and training ecosystem

Background

According to the holistic approach in cybersecurity, the level of skills and awareness of different stakeholders plays
crucial role in efficient cyber defence. Also, since countries bordersotexist in the cyber domain, collaboration,
experience exchange and networking between different specialist, experts, researchers, policymakers, larg
companies and SMEs, critical service providers, products developers etc. cross borders and cross idomain
AYLRNIFyYyG G2 SyadaNB (GKFd SHSNE2ySQa RAIAGET NBa2dzNC
with the changing cyber threats.

Cyber range environments should be consideredbasic and crucial elements of the ecosystem thatadahes the
growth of cybersecurityhA Y RdzA G NE T yR aGNBy3IidKSy 9dzNRPLISQa Oea6dBNES
training, testing, exercising, evaluating, education, experimentation and validation activiti€éee goal of these
environments is to pvide ecosystem that resembles to rdid¢ operational environments for practicing, as many
activities cannot be simulated in the real environments.

Many cyber ranges have been created in Europe and we have several years of practical experience midihgrga
international as well as national cyber exercises using these platform. Largest international cyber exercises a
organized using Estonian infrastructure since 2Q%0r example 16 countries have been involved in 2015 Locked
Shields exercises (ongized in cooperation with NATO CCDCOE in Tallinn), more than 400 specialists wer
participating in that serious game session.

There is a growing demand for providing training and exercise services to even wider range of parties, the number
players in @isting formats is increasing year by year. Also, there are many ways to develop the ecosystems further |
order to create value for many other stakeholders including researchers, experimenters, SMEs, policy maker
universities and students etc. Federagiexisting platforms would enable to create even more complex simulation,
testing, exercises and training environments that would even more resemble to the complexity of the situation in
real life where almost everything is somehow connected.

The platformsin their current setup need many modifications to enable bigger scalability (e.g. automation of
manual preparatory work, data analytics development to automate analysis of exercise results etc.). They also nes
technical upgrading as the technologicahlies change fast.

There are two main development directions:
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Blackbox cyber range to provide orgaaitiors their own closed testing environment;

Open Range to expand the orgsaiiors that can benefit from using the environment. Open range is an
environment that enables many additional stakeholders to harvest the benefits of hamdwacticing in
complex simulation environments, to test out tools, conduct penetration testing, malware detection or other
thematic exercises etc.

Challenges

1

There is laclof training ranges to satisfy the needs for cybersecurity exercises. Needs for trainings exceec
the availability of the environments.

The exercise ranges are often government funded, and since the government agencies do not have busine
intentions, thereis a lack of sustainable business models to scale the systems to meet the needs of othe
interest groups (starups, vital service providers, universities, large companies etc.).

Preparation work to prepare for one large scale training typically invoheiscd manual work that could be
automated.

There is limited availability for many stakeholders to benefit from cyber range environments as they have
not been expanded to meet their needs yet (e.g. SMESs, researchers, universities etc.), only limitegl pilot
has been conducted.

Strategic serious games are usually not supported by technical environments that would enable to log the
necessary data that can later be used for developing new strategies, products, frameworks etc.

Analytics of environments needwore automation to enable better analysis, e.g. automate analysis of
situational awareness, risks and competences profiling etc. The serious games environments are als
environments that can provide input to new products developmenthese benefits are dday not
sufficiently harvested, stronger collaboration with the industry is needed.

There are no open ranges to involve more participants to the exercises, trainings, testing, experimenting etc

There is a lack of offering of closed black box rangepddies that need a closed environment to conduct
trainings (e.g. vital service providers that want to exercise domain specific or secret scenarios).

There is a lack of cooperation between different existing environments. Integrating / federation selution
would enable trainees to get more versatile experiences and knowledge. It would also enable to involve
ranges that have very specific configurations that are difficult to recreate due to some domain specific
components (e.g. specific SCADA system raeiges

The educational potential is not fully harvestedyber ranges / serious games environments are rarely used
in educational programs to build practical, harms competences of students. In Tallinn Technical
University, first steps have been takestlthere is a huge potential to use the range in much wider scale.
Product development and automation is needed to scale these capabilities.

The potential for introducing new technical tools and services within the exercise framewaorks in rarely done.
So the startups and SMEs are not taking advantage of the opportunity to test and market their solutions in
the complex attactidefence simulation games.

The actions here envisaged should also be considered in the light of the activities foreseen latgroi@ dohk
G§SOKYAOIf LINA2NRAGASAE O2yOSNYyAy3I G9RdzOFGA2YZI GNIAYAY

Envisaged actions (with links to KPIs)

1 Development of scalable exercises environments that enable to multiply the capac
handson technical exercises, trainingsimulations, experimenting, product testing ai
serious strategic games.

91 Developing and piloting the operange concept to widen the range of beneficiarit
including cybersecurity specialists, universities, SMEs, policy makers etc. (KPI 7)
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1 Creating stadards for integrating different cyber ranges and federating existing rangt
enable large scale crod®rder cyber trainings and exercises and to provide m
versatile experiences to tiiaees, researchers etc. (KBl 7

1 Developing and piloting of blaclok ranges to provide closed exercise environments

domain or company specific trainings.

Development of sustainable business models for both, open and black box ranges.

Creating automation modules to reduce the manual work necessary for preparing

exercise, training etc. session.

1 Development and piloting of analytics modules to enhance game session ar
(situational awareness, profiling of competences, weaknesses etc.).

1 Development and piloting of wider scale use of technical games environmnisn
cybersecurity students as well as students of other relevant domains (e.g. law stu
policy and governance students etc.), including preparing necessary training scenari

1 Development and piloting of using cyber ranges to conduct strategic {tapletrainings
for policy makers, lawyers, vital service providers etc., including preparing nece
training scenarios.

Researching, development and piloting of modules to support using cyber |
environments to test new products and solutions in coexpkimulation situations tc
enable startups and SMEs to betast and market their tools.

Research and development to use technical ecosystems to profiing and cert
cybersecurity experts. (KPI 7)

ae”

= =4

Because the important othe-field-experience in tfs pillar, the cPPP should considbe possibility to get some
funding as part of H2020 projects atalcoordinate with other existing programmes such as:

1 The ones managed by EEglucation and Culture, aiming to support permanent tools for continuousikearn
and skills development in specific domains (ieybersecurityskills development addressed to non
cybersecurity sectors or workers).

1 The ones provided though theH2020 Excellent Science Pillar such as the networks of excellence or tl
industrial PhDetc.

To conclude, below are listed the potential beneficiaries and their main benéefits:

Potential beneficiaries and their benefits

Technical ecosystem

for training, testing, exercising, 1 strategic trainings f strategic trainings

evaluating, education, 1 e et sl e 1 technical exercises ‘
. tat d validati I testing international | { testing international
Spetilindaztiion el LellleEuleln collaboration frameworks collaboration frameworks

activities 1 raising awareness among { relationship  building  with

public sector colleagues

Start-ups, SMEs, innovative Universities, R&D Critical infrastructure
products creators organisations providers, Large companies

I beta-testing products i R&D platform 9 training specialists, profiling
1 testing tools in complex | resource development specialists
environment i teaching platform 9 profiling weaknesses, input to
1 marketing platform to | § awareness rising among other risks & business continuity
specialists fields (politics, law, etc.) management
9 selling products 9 research ( ma st ethedis i testing tools
9 input: new ideas for product doctoral studies) 9 finding specialists to hire
development 1 collaboration platform { federating own testing
environment with larger ranges
T National & international collaboration exercises | § Business model development
(federated network of ranges) 1 Trust building (testing teams)
1 certification platform { sustainable funding mechanisms
1 ideas for new products development marketing, network building
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6 Cyber technical projects / echnical griority areas

6.1 ldentification and analysis of technical priority areas.

Based on thes@reviousconsiderations we have taken a solutions oriented approach when defining the technical
priorities, focusing on those needs that have to be fulfilled to suppiti‘ens and organisations alike, reinforcing the
GO0t 2asS (2 YINJSGE RAYSyaAzy 2F (KS Ottt o

In particular, when identifying the research priorities, the members of the cPPP SRIA WG have been driven by t
main goals of the cPPP and were asked to identibse¢ research and innovation challenges that would maximize
the impact of their solution.

Thisprocesshas led to focus othe 5 key technical areaselow, further split inseveralresearch challengés
In particular, ve consider the following classifition and grouping for the cybersecurity Products & Services:

1 Assurance risk managementand security / privacy by design

1 Identity, access and trust manageme(including Identity and Access Management, Trust Management)
1 Datasecurity
1

Protecting the ICTnfrastructure (including Cyber Threats Management, Network Security, System Security,
Cloud Security, Trusted hardware/ end point security/ mobile security)

T Security services(including Auditing, compliance and certification, risk Management, cyberiggcur
operation, security training services)

6.1.1 Assurance / risk managementand security/privacy by design

6.1.1.1 Scope

¢CKS daljdzSad F2NJ | &adzNT y-&&hding lsslie vitB m&WIacet® dod Kelaed aspacts.| It isf
commonly agreed that, in order toebeffective security, privacy and trust considerations should be integrated from
the very beginning in the design of systems and processes (i.e. security/privacy/trust by design). This entails a wht
series of activities, including social and human aspéetthe engineering process all the way to a certification that
the developed systems and processes address the planned security/privacy/trust properties.

In addition to the aim of building a secure system, we often need to prove (through evidencdhé¢hsystem is
secure. This is also necessary when considering systems of systems, whose security depend not only on
individual security of subcomponents but also on the security of the integration of these subcomponents. The
engineering process of theystems should thus take into account those security/privacy/trust/compliance
NBIljdANSBSYSYyia |yR aK2dZ R O2yaAARSNE AY |RRAGAZ2YI 02a
lifetime.

Indeed, cost and risk constitute two relevant factors uilding and operating (securisensitive) systems. Thaost

of developing security countermeasure should be related to the value of assets to be protected (and often in the
digital world these are less tangibl@herefore the issue in this respect is mutly cost, but also how a value can be
assigned to one or more assets, used by an organisation in its own economic sector of activity. On the other har
risk is linked to the capability to predict the current strength of the system. Thus security ams$pmmding risk
metrics are crucial (as other quantitative aspects of security).

This process of encouraging assurance techniques and processesade alddressed by regulatolsdeed, the
introduction of regulatory actions could ease and support dadeption of assurance techniques (delivering benefits
to the overall security level of the infrastructures, systems and products).

4 See the Appendix for a more detailed description.
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Starting from these considerations, risk should be managed with respect to the assets to be protected, an
investment in seurity should be aligned to the value of the assets. In this context, the residual risk could then be
managed with other approaches beyond security countermeasures.

6.1.1.2 Research challenges

We suggest to structure along the dimensions of security / privacddsygn, security / privacy validation, and
processes.

1

Security / Privacy by Desig®e . @ GaSOdzNA(Ge& «k LINR@IOe o6& RSaadayse
tools that aim at enforcing security and privacy properties at software and system lenetheconception

and guaranteeing the validity of these properti€ince the required security and privacy properties depend
on the system context and the application domain, understanding these requirements and being able tc
precisely define them is a @requisite. Hencesecurity requirements engineerings part of this discipline.

In order to come up with practical, feasible techniques, emphasis should be on close integration with
existing software requirements engineering approaches (like, for igstathose based on UML, but with a
stronger focus on automation and modularisation) and the inclusion of risk assessments and needs. Tr
identified requirements need to be formally traceable to security features and policies throughout all phases
of the seure development lifecycle, considering the complete system view (which might include
assumptions about the context that need to be enforced upon deployment).

Secure (programming) languages and frameworksS OdzNB LINE IANJ YYA Yy 3 T dzbyT A f
RSFl dzA G¢ @Al SyF2NOAYy3T &SOdzNBE | NOKAGSOGdz2NBa | yR
field, there are typically good reasons why developers prefer potentially insecure approaches: performance
interoperability, ease of use, ease t&stability etc. The challenge is to provide secure development and
execution environments that are identical to traditional environments with respect to these qualities, but
still allow the flexibility and expressiveness developers are used to (e.mdimg higher order language
constructs).

Open Source Security. AAIYATFTAOFIY(d &aKINB 2F (G2RIF2Qa aSOdzNA
software applications are no more monolithic but composed of hundreds, sometimes thousands ef open
solNDS O02YLRYySyilasz ¢KSNRyEisddcddriected FomLikayobtlelagpicatibniafidS
beyond the control of the application developer. A prerequisite for effective and efficient response
processes is, on the one hand, complete transparery o y | LILX A Ol G A2y Qa & dzLJLJ
track & trace every single application dependency) and, on the other hand, accurate and comprehensivi
vulnerability intelligence, e.g., with regard to affected component functionality, code and ver&ased
thereon, application developers must assess the impact of a givensmace vulnerability in the context of

a specific application, and contrast it with alternative mitigations and related costs.

Security validation. Security validation compriseall activities that aim at demonstrating the security
qualities of (specified, implemented or deployed) software and systems. Hence, it includes formal
verification, static code analysis, dynamic code analysis, testing, security runtime monitoring, a&ad mor
Since all of these methods have particular strengths and weaknesses, emphasis should not only be on the
individual advancement (which includes increase of automation, coverage analysis, modularisation
soundness, efficiency), but also on understandihgir complementarity. For instance, promising results
have been achieved by combining static and dynamic code analysis, and further combination and interactio
of different techniques are seen as a valuable approach towards managing complexity andictoa
guality of results.

Metrics. Metrics are key to understanding the security level of a system under development as well as in
operation. Hundreds of metrics have been proposed, but they still lack a mapping to the actual risks tha
relate to a paricular measurement. Hence, metrics should be derived from risk models and assessments
taking technical and business context into account and adapting to system and context evolution. Thi
contributes to thequantification of security and privacy risksasan ingredient of balancing the cost of
security measures and their potential risk reductidine cost typically can refer to several aspects of the
system, including performance, or the accuracy, correctness and utility of the protected@agamajor
challenge in this context is to ensure that metrics are meaningful to market players in their own sector of
economic activities, yet are comparable across sectors.
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1 Methods for development of functionally correct and error free security protocols and intedacSecurity
protocols and interfaces appear everywhere in secure system designs and their functional correctness an
security properties are key to guarantee the overall security of a syseamenableefficient development
and verification of security potocols and interfacestools and mechanism for reliable and systematic
protocol verification is neededAcademic efforts in this area include e.g. formal methods for protocol
analysis based on model checking, epistemic togitd other formalisms. Howevg existing tools and
mechanisms are limited and would need to be extended and made more efficient to be didadte the
complex real life protocols used in current security solutionshere security features are deeply
intertwined with low level detailsof the system functionality. Furthermore, there is a gap between
languages and descriptions used by security engineers and those used by existing tools. This gap needs to
closed to bring the benefits of the academic work to the market.

1 Combination offunctional safety and securityThere is a great interest on developing engineering methods
that can tackle in a single approach functional and-fuorctional aspects. Security and safety are crucial, for
instance in the interplay of real time aspects (edglays introduced by crypto operationg)dditionally,
degraded modes due to safety or security issues, should be taken into account with the aim of the role o
cybersecurity on avoiding them and dealing with them.

1 Methods for developing resilient systemout of potentially insecure component®Building on research
performed in the context of composing (secure) service oriented systems and system assurance an
verification, models for specifying security and trust attributes of hart software compones, that can
be formally validated and verified, provide a baseline for system development methodologies which must
guarantee a minimum (defined) level of resiliency for complex (cphgsical) systems.

6.1.1.3 Expected outcome

1 Integrated assurance frameworksn( a risk management approacimcluding the management of cqst
efficiency and risks, able to merge security and safety aspects

Endto-end adaptive security engineering frameworks

Adaptation to specific operating context and related risk exposure (aeid €volution)
Support of diverse deployment models (cloud, mobile, platform, platform services)
Increasingly resilient systems

Userfriendliness, i.e. easy to comprehend and evaluate evidence

=A =2 =/ =2 =4 =

Link to cybetinsurance policy elaboration and dynamic managem

6.1.2 ldentity, Access and Trust Management

6.1.2.1 Scope

Despite being a wedstablished market in its own righthe Identity and Access Management (IAM) marketplace is
still a dynamic and growing ond&btions of extended enterprises and more advanced B2B intienras based on
Internet services become more commonplace, driven by e.g. cloud services, new hosting models and diversifyil
partners and relationships. Developments such as the Internet of Things (loT) trigger diversity of form factors an
capabilities ofauthentication tokens. Hence, current IAM approaches do not cater to the full range of needs created
by the increasing mix of devices brought on by IoT, maemaehine and mamachine interactions and similar
developments. Core challenges exist arounassdomain authentication, authorisation in new distributed contexts
and the need to avoid monopoly situations and single points of failure, when users are authenticated and thei
authorisations are being checke#8or end users to trust the digital societyhey need to be able to not only
understand but also manage the actual level of security delivered by different providers and control the degree o
identification.

Indeed individuals need to be empowered to develop trust into digital services and/or fapghem to make

informed decision. This calls for methodologies and tools to not only focus on Security and Privacy by design but al
Trustworthiness by design. This calls also for proper lifecycles to be covered from development to managemel
(monitoring) going through important steps such as certification, distribution and deployment. It also calls for
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innovation in managing the dynamic dimension of authenticatbn ¢ KSy | dza SNR & -askeSsédi A (i
after an initial approval.

6.1.2.2 Research chifenges

1

Usability of authentication.Overcoming thedangers caused by the often careless use and management of
passwords will only succeed if alternatives are tfsendly and strongly embedded into applications.

Flexibility of authentication and authadsation. To support the appropriate degree of identification during
authentication and authorisation, identity service providers need to offer a complete range of choices, so
users and providers can agree on a mutually acceptable way of authenticatieninthides also the
different levels of authentication in terms of the sensitiveness of the service delivered by the provider, and
in some cases the need to manage the dynamic dimension of an authenticated useithi{eatication
during usage of a service)

Partial identities. Research is needed to build technologies that allow users to separate their identities for
different aspects of life.

Certificate and signature sustainabilitydentity certificates and other digital signatures need to survive the
test of time, i.e. theirintegrity needs to sustain the whole period of commercial relevance and/or legal
validity.

Scalability of authenticationScalabilityhas several facets. It refers to the number of transactions that need
to be supported as well a® tthe abilities of the respective devices. It also needs to cover the management
of sensitive authentication data.

Interoperability of authentication. As interoperability via intermediaries is creating major overheads and
security risks, more direct appaiches to interoperability need to be researched and tested through pilots,
so that the relevant information can be accessed by those who need it, be it users, who want to qualify
towards providers or the providers themselves.

Computational trust models Ttere is the need to define sound computational trust models able to cope
with the heterogeneity of modern ICT infrastructures, ranging from loT to cloud services.

Decentralized trust frameworks (e.g. blockchain)hen dealing with trust it is always relewato be able
not to rely on a single authority but also considering decentralized trust models. This also extends tc
operations across several application domains.

Trust and big dataBig data heavily interplays with trust. On the one hand, we needust tihe collected
data, i.e. who are the providers, who accessed the data etc., on the other hand data helps to define prope
trust and reputation systems, often based on recorded evidence by several parties.

Credential personalisationlnitial security cedential provisioning is a critical step within the chain of trust
that must be ensured no matter independently of which security technologies are used.

6.1.2.3 Expected outcome

)l

T

Best practices in authentication are supported by usable technologies embeddeadlessly into
applications, including management of different levels of authentication and dynamicity.

Users and relying parties are provided with a range of authentication options that they can choose from tc
agree on a mutually acceptable way of autheation avoiding oveidentification, delivering the degree of
assurance and liability appropriate for the respective service.

Citizens can enjoy the privileges of services needing strong authentication, focusing on those specif
attributes that require tlis level of authentication

Certificates and signatures remain valid for at least a long as the corresponding documents and trus
relations are commercially relevant and/or legally valid.

Authentication operates in a distributed fashion without single peimf failure on critical paths and
considering small scale devices as used in the Internet of Things.

Authentication operates in an interoperable fashion without overheads and additional security risks
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Increased trust in the cyber world;
Requirements forrusted security credential provisioning (e.g. trusted secure elements)

More efficient online Business

6.1.3 Data security

6.1.3.1 Scope

A major characteristic of current and future systems and applications is themreasing amount of valuable data

that needs to le properly managed, stored, and processed. Data can be produced by systems as a consequence,
example, of interconnected devices, machines and objects in the Internet of Things, and by individuals as
consequence, for example, of business, social atiehie life moving ofline, thus including data resulting from
observations (e.g., profiling) and data intentionally provided (e.g., the prosumer role of individuals). As the value c
data increases, opportunities based on their exploitation and the demaratcess, distribute, share, and process
them grows. Highly connected systems and emerging computing infrastructures (including cloud infrastructures) &
well as efficient reatime processing of large amounts of data (including Big Data methods antajmpls)
facilitate meeting these demands, leading to a new ddiizen society and economy.

The collected data is often of a highly sensitive nature (e.g. medical data, consumer profiles, and location data) au
need to be properly protected. With data img stored and processed in the cloud, and exchanged and shared
0SG6SSYy Ylye LINB@OA2dzate dzyly2é6y FyR dzy LINBRAOGI o6t S
border, but needs to be applied to data over its full lifecycle, independent ofhwdystem is processing the data,
which access channels are used and what entity is controlling the data. Hesystemcentric viewon security and
privacy, including, among others, secure devices and infrastructures (cf. sections below), needs tpleeneoted

by adata-centric view focusing on data lifecycle aspects.

Providing transparency on where data resides, who has access to it, and for which purposes it is being used, togett
with mechanisms that allow the data owner to control the usage sfhiar data, have been identified by all areas of
interest (Aols) as essential aspects of a dadatric view and a prerequisite of a secure and priva@serving digital

life. While research has already produced a number of relevant contributions (&cgy, policies, privacy policies,

and techniques for protecting data at rest), many challenges remain open, including enforcement and usability
These challenges are not only of a technical nature: for example, lack of awareness of the value of dataatand w
data is actually produced when engaging in digital life) has been mentioned as an inhibitor of trust and growth c
digital services.

6.1.3.2 Research challenges

A variety of challenges need to be addressed to take advantage from the availability of largetsumiodata in a
secure and privacy compliant way. These challenges should cover issues related to the protection of data as well
the use of data for security.

1 Data protection techniques.The size and complexity of collected data in most cases leat®etose of
cloud technology and to their storage at external clénased repositories using clodmhsed services, which
offer flexibility and efficiency for accessing data. While appealing with respect to the availability of a
universal access to data asdalable resources on demand, and to the reduction in hardware, software, and
power costs, the outsourced storage can potentially increase the risk of exposing sensitive information tc
privacy& securitybreaches and also links back to the trust issudligbted earlier. The ensuing security and
privacy requirements create the need for scalable and etforming techniques allowing the secure
storage and management of data at external cloud providers, protecting their confidentiality from the cloud
providers themselves. However, protecting data means ensuring not only confidentiality but also integrity
and availability. Integrity and availability of data in storage means providing users and data owners witl
techniques that allow them to verify that dateas not been improperly modified or tampered with, and that
its management at the provider side complies with availability constraints specified by the data owner. The
variety of data formats (i.e., structured, unstructured, and ssmmictured) makes thedefinition and
enforcement of such techniques a challenging issue.

1 Privacyaware Big Data analyticdVe are in the era of Big Data where the analysis, processing, and sharing
of massive quantities of heterogeneous data brings many benefits in severitaigm domains. For
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instance, in the health care domain the data accumulating in health records can be used as the basis
predictive models that can lower the overall cost and significantly improve the quality of care, or can be usec
to develop personized medicine. The application of Big Data analytics, however, can increase the risks o
inferences that can put the privacy of users at ri&konymizing the sensitive data as a prior step can be of
help, even though it diminishes the utility of the dafior the latter analysisWe therefore need to develop
techniques addressing issues related to data linkage, the knowledge of external information, and the
exploitation of analysis results.

1 Secure data processingistributed frameworks are often used f@rocessing large amounts of data. In
these frameworks, cloud providers processing data might not be trusted or trustworthy. There is therefore
the need of solutions providing guarantees on the correct and proper working of the cloud providers. This
requires the design of efficient and scalable techniques able to verify the integrity of data computations (in
terms of correctness, completeness, and freshness of the computation results), also when the processing «
the data is done in redlme, and to ensurethat data is distributed, accessed and elaborated only by
authorized parties.

1 User empowerment. For users or organisations there is great convenience in relying on a cloud
infrastructure for storing, accessing, or sharing data, due to the greater avigjlabobustness, and
flexibility, associated with significantly lower costs than those incurred by managing data locally.
Unfortunately, this convenience comes at the price of a certain loss of control over data. Although cloud
providers implement data mtection features, in some cases linked to legislation and regulations, this
protection typically consists in applying basic security functionalities and does not move beyond this securit
to actually provide the data owner with effective control over hix' data. This situation has a strong impact
on the adoption and acceptability of cloud services. In fact, users and organisations placing data in the clou
need to put complete trust that the providers will correctly manage the outsourced informatiorreTibe
therefore the need to reempower users with full control over their data, enabling them to a) wrap data with
a protection layer that offers protection against potential misuse, created by a yleech or an incidental
access and b) manage data a&sdts complete lifecycle.

1 Operations on encrypted dataThe confidentiality of data externally stored and managed is often ensured
by an encryption layer, which prevents exposure of sensitive information even to the provider storing the
data. Encryptiorcan increase the complexity of accessing and retrieving data. The research community ha
increased its efforts to supporting efficient fhggained data retrieval and has developed solutions based on
specific encryption schemas or on the use of indexestddaa) that support query functionality. With
respect to the use of specific encryption schemas, any function can, in theory, be executed over encrypte
data using (expensive) fully homomorphic encryption constructions. In practice, however, efficient
enayption schemas need to be adopted. An interesting problem is then how to select encryption schemas
that maximize query performance while protecting data according to defined security requirements (e.g.,
data should be encrypted in a way that the frequeméwalues is protected). With respect to the use of
indexes, we note that indexes should be clearly related to the underlying data (to support precise anc
effective query execution) and, at the same time, should not leak information on the data to elserv
including the storage provider. Another important dimension is that when indexes are combined with other
protection techniques (e.g., access control restrictions), these combinations should not facilitate / increase
the risk of privacy breaches. Theegign of inferencdree indexes that can be combined with other
protection techniques without causing privacy violations are key aspects that require further investigation.

1 Provenance and quality of data he impact of data in our daily lives is growingy. iRstance, it is possible to
02ttt SO0 YSRAOIt RIGI FNRY AYRERARYMN &8¢ ORSOTADE &I
meters installed in personal homes give greater control to home owners on their overall energy
consumption. The cacttion, analysis, and use of data allow individuals to take preventive actions, make
healthier choices, manage their ecological impact etc. Across all these scenarios, it is important to establis
an agreed and understood level of trust on the dataithout this, potential cybeintrusions can create a
huge backlash and completely block the jaciiveness of citizens in acting to improve their own quality of
life. In this context, tracking data provenance is key)taerify whether data originates fronrusted sources
and has been generated and used appropriately; i§rel/aluating the quality of the data. The definition of a
formal model and mechanisms supporting the collection, persistence and transparency of information abou
the creation, access, arithnsfer of data is therefore of paramount importance.
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1 Query privacy.In several scenarios neither the data nor the requesting user have specific privacy
requirements but what is to be preserved is the privacy of the query itself (e.g., a query thatagaims
retrieving information about the treatments for a given iliness discloses the fact that the user submitting the
query is interested in this illness). It is therefore important to design efficient and practical solutions
(possibly exploiting the presenaé multiple providers to increase the level of protection) that enable users
to query data while ensuring access confidentiality (i.e., protecting the user query) with respect to the
provider storing the data. Effective protection of query confidentialigquires not only protecting
confidentiality of individual queries, but also protecting confidentiality of access patterns.

1 Big data secure storagBrotection and security of data, especially those of public interest (data relevant to
Cll and 11S) areurial. The amount of data processed in both the public and private sectors is growing and sc
is the need for its storage, leading to an ever increasing uptake of cloud base solutions. However, whe
combined with the increasing use of online services, teeusty of the storage solutions has to be
implemented, but it also has to be credible and demonstrable to expert aneerpart users.

6.1.3.3 Expected outcome
1  Secure and privacy aware data processing and storage

f  Advanced mechanisms that protect effectivelySUSHE Q LINA @ O& 'y R 3dzk NIy
confidentiality of their sensitive data

Efficient management and increased deployment of eataryptedprocessing andtorage solutions

User friendly (i.e. also for neexpert users) transparency and controlibp 2 ya Ay O2 N1J2 NI { ¢
FSIHGdNB&a¢ ONRraa [ff &ad2NI3AS azftdzirazya

1 Increased and efficient uptak®y users of the transparency and control options

6.1.4 Protecting the ICT Infrastructure

6.1.4.1 Scope

The increased interconnections created within the Internet asll ves between the Internet and critical
infrastructures have made our society vulnerable to attacks that spread across hundreds of thousands of computer
mobile devices or even intelligent connected objects at lightning speeds. This is one of the nlEsigaia
dimensions of cybersecurity, the speed and scope of egltacks or incidents.

Furthermore, the ability to remotely compromise intelligence devices coupled with the potential value that can be
created by stealing information or modifying opetats through a device under attack has created a completely new
environment for cybercriminals.

Society, businesses and governments have become increasingly dependent on the correct and uninterrupte
operation of networks, both at global and local leveBn the other hand, cyber criminals and terrorists are
becoming increasingly skilled at compromising networks through sophisticated attacks. Therefore, all network
constitute, in one or more dimensions, a Critical Information Infrastructucal.

Unfortunately, contrary to the physical world where barriers can in some case limit negative impactssgpaberis
effectively without frontiers at least across the democratic regions. In this context, -syla&e has to inherit from

the physical world a concép 2 F &0 NNRA S NBadcivE appriaNt? wepfotect! crititaNBformation
AYVFNF a0NHZOGdzNBad {GNFGSAAO YIylFr3aSYSyid 2F /LLa&a KIFa
NEY20S O2y(iNRfté¢ OSNEdAza GKS AyONBlIasSR fS@gSt 2F NRala
The protection of the infrastructure therefore requires a holistic approach pervasive across all the communication
dimensions, including also the software and hardware involved in the network and connected to the network.

For instance, secure execution environmegtn be used by the software across solutions and services. These
secure execution environments not only encompass the execution platforms and the operative systems, but also th
mechanisms (e.g. security supporting services, control and intrusion prewesystems) that ensure a poefined

level of security in the execution of all processes.
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Another dimension is the hardware level, covering a broad range of fixed and mobile devices. Also important is tr
increasing use of 10T devices, and the set ofrprpiisites to be fulfilled prior to trusting a connected device
whether this device is used in the field of Critical infrastructure, Industry 4.0, Automotive (ADAS, V2V, V2X), Sm:
City, Smart Home, Building Automation, Healthcare, Wearables or anyaiheected system.

6.1.4.2 Research challenges

1

Secure network design, usage and managemeAt. the network level, research on security topics is
especially required for securiyy-design, risk assessment, privacy atata leakage attack/ malware/
misuse detectbn and mitigation across all layers. This includes batetwork usage and network
management On theusageside, network security research needs to take into account the move towards
network virtualisation. On themanagementside, network security resedicneeds to take into account
network deployment and management, connectivity, resilience of network operations under malicious and
accidental faults.

Control and intrusion prevention systemslust as a body needs an immune system, it is essential to
provide control and intrusion prevention systems to effectively monitor the state of the environment and
rapidly react against a wide range of (potential) threafi®m short lived threats to severe and continuous
ones. This challenge also addresses the needhare information across operators to speed up the
detection of developing incidents.

Secure integrationAs multiple systems and paradigms increasingly interact with each other in distributed
and dynamic environments, it is crucial to achieve a fulbuseintegration across these systems. Not only

do we need to allow novel technologies to cooperate with each other, but we also need to consider the
migration of legacy systems, whose components and protocols are not usually able to cope with the lates
and upcoming security and privacy risks. One key dimension also includes managing the (future
integration of unknown systems, reflecting the reality that infrastructures are in constant evolution in
terms of breadth of connected devices and level of inbarection with other networks. This is further
developed also ianext priority.

Network Intrusion Detection System$\etwork Intrusion Detection Systenage currently often based on
GKS GLISNAYSGESNI aSOdzNRG&é LI NI RAiooMside prévislers SbdinSwNyy |
approaches to hardware, such as BYOD (bring your own device), make the notion of perimeter obsolet
Intrusion Detection Systems need to adapt in order to be able to work in an environment where there is no
perimeter.

Secure egcution platforms In order to provide a secure execution environment, the platforms themselves
(e.g. cloud servers, mobile devices, processors in cars, 0T devices) must guarantee the secure executior
all operating systems and services. However, thisiat a trivial task. In current paradigms, like cloud
computing, the attack surface has expanded, and new risks and threats have appeared, without ¢
structured management of the expansion. This also extends beyond the technical challenge to incorporat
whois actually in charge of controlling and managing this expansion. The technical solutions have to ensul
that they provide the teams in charge with appropriate tools to implement these controls.

Bring Your Own Device (BYOB)YODSs a major trend in orgnisations, with trends of well over 50% of
workers will be mobile by 2020. Research challenges therefore have to address both the complexity ©
dynamic networks, as already addressed, but also of flexible and secure connectivity of the devices acro
networks while making them part of the security management operations at network level.

Securitysupporting servicesSecureexecution environments require seveisgcurity-supporting services

such as data protection and secure communication protocidtwae services can be complemented by
the use of securibsupporting devices, such as specific cryptographic hardware (Hardware Secure
Modules).

Operating systems (OS) securitifach application is only as secure as the OS it runs on. As a result, the
isolafon of applications and the minimisation of the attack surface becomes a necessity. The benefits fron
componentoriented design (i.e. reusability, adaptability) can be brought to operating systems by defining
standards to which operating systems componenisst adhere.
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1 SIEM.The Security information and event management (Sli&siket is defined by the customer's need to
understand, prioritise and analyse security event data in real time for internal and external threat
management, and to collect, store, @gse and report on log data for incident respong®ensicsand
regulatory complianceForensicsof mobile computing platform and fraud protection also constitute
research challenges.

1 Legacy management supporThe Internet of Things increasingly conmeabvel objects to infrastructures.
In this context, the handling of howegacy network systems can adequately manage and guarantee
security and resilience when allowing interaction with totally new devices has to be addressed.

6.1.4.3 Expected outcome
1 Alargerase and range of data is available for a comprehensive and precise security analysis

1 New threats are detected more rapidly through the increased collaboration and available inforngation
solutions are deployed more rapidly, new security practices ardirrely incorporated to the security
assessment of system managers.

9 Security control and intrusion prevention systems become more efficient and adapted to new and dynamic
environments

Network operations become more resilient

Design guidelines and prodsctmplementing secure execution platforms, including secure boot, remote
attestation, and secure virtualized environments

Operating systems designed according to new security guidelines
Security supporting services allow data protection and device pratecti

Best practices for integration of secure components in a secure system with interoperability and
management in distributed systems

9 Secure virtualisation environments ensuring isolation for different architecture paradigms (e.g., virtual
machines, contimers, etc.)

Trusted cloud operational environment based on dynamic root of tanst antitamper security hardware

Incorporation of mobile device owners in the overall security policy of a network (at technical and at
collaborative levels)

6.1.5 CybersecurityServices

6.1.5.1 Scope

This topic focuses on the processes (and their constituent elements) requirpotide manage and measure
privacy and security, and the tools required to support them. The issues apply to formal and informaéesbugioal
organisationsof all types and scales from individuals and families, through SMEs, to large businesses an
governmental departments, muttiational corporations, nation states, the European and the society at large.

Cybersecurity services can be delivered through aewdidersity of models, ranging from internal services (hosted
within the customer organisation) to external (used from external hosted resources) and consultancy base
approaches. The choice between these models is done based on a wide variety of rdasaneconomic to
sensitiveness of operations, from internal capability at technological level to ease of use and flexibility of externe
approaches.

For instance, large organisations (and ones for which security is a core business function) may eléctrio pe
security processes using only internal resources, but increasingly, the complexity and wide coverage of the require
skills and tools make outsourcing a more attractive option. For smaller organisations, affordability issues often mak
automated sectity-asa-service (SaaS) offerings more attractive. Mibusinesses and individuals are likely to want
fully holistic solutions.

But across all these dimensions, cybersecurity services increasingly have to addessbt@end approachand
have to stat from the values (and therefore assets) that are important to the business in which customers operate.
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How many marhours will be lost if a process stops? If an asset stops operating? What will be the cost of reputatior
damage created if data is leakedttee outside world?

One increased complexity is the notion of responsibgautsourcing some or all security functions does not absolve

a customer organisation of its actual responsibility with respect to the outside world of customers, partners anc
sodety as a whole.

Governance, Risk and

Compliance
= Q Q 8_ 3
= p= -
o o o B o
S o (@) Y nd

Temple model of security processes
Cyberda SOdzNA & &ASNWAOSa OFy o6S FylrfteaSR GKNRdAAK | WwWai$s
services used to deliver them. The pillars of the temple are the five core functionseoNIST cybersecurity
frameworlé:

9 Identify: maintain a complete and accurate model of the organisation being protected and its business
context;

1 Protect: Develop, implement and operate the appropriate safeguards to ensure continued delivery of the
organisdions key services;

91 Detect: Develop, implement operate the appropriate activities to identify the occurrence of cybersecurity
threats, attacks, breaches, etc.

1 Respond: Develop, implement and operate the appropriate activities to take action regardingcedet
cybersecurity event.

1 Recover: Develop, implement and operate the appropriate activities to restore any capabilities or service:
that were impaired due to a cybersecurity incident.

The temple pediment represents Governance, Risk and Compliance (GRC):

1 Governance: thestrategic management of security processes, including setting policies and defining a
prioritised approach to risks;

1 Risk: modelling, analysis, assessment, treatment, etc. of security risk

1 Compliance (including certification): Measuringfessing/auditing/certifying the extent to which internally
and externally set security policies and standards are a) followed, and b) effective.

6.1.5.2 Research Challenges

Research challenges include the following:

1 Securitysupporting services Definition and refeence implementation of a full range of composable
securitysupporting services to allow construction of security solutions for all types and scales of

SWCNI YSE2N] F2NJI LYLINRGAY3I / NRAGAOFT Ly 7¥FNI ad Nddztd$ doNFechhalogyS NE&
February 12, 2014, http://www.nist.gov/cyberframework/upload/cybersecufigmework021214.pdf
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organisations. This also extends to managing the evolution of organisations, in terms of dimensions
operations, change in prioritised assets, new business contexts etc.

Practical Certification Scheme$leans of certifying compliance that are practical and affordable to apply,
and meaningful to customers and other stakeholders. Automated means of assessipijance against
multiple external and internal standards, including compositional methods.

Methods to reduce and manage systems complexit§RC methods and tools taking into account the full
complexity of organisations and the security context, but mgkimis complexity manageable via a visual
interface.

Quantification of Riskimproved means of modelling, analysing, assessing and quantifying risk.

Dynamic Risk assessment and managemeddvelopment of reatime riskassessment and management
tools takng into account the dynamic status of the organisation, its systems, and its threat environment.
Tools and services for retine situation assessment and decision support, response and remediation
planning and supervised enactment, autonomous responsér wafeguards and supervision. Enabling
security policies and processes that adapt in the face of an evolving threat environment

Cyber Insurancelnnovative services to provide affordable and trusted means of transferring security risk to
an external partyincluding the definition of policies through a collaboration between the customer and the
insurance providers and the dynamic management of the policy in relation to the environment of the
customer, external threat intelligence and other sources of iiggelice.

Security validation Improved, automated auditing and testing tools and services.

Down-scaling and Ugscaling.Making enterprisdevel security available to, usable by, and affordable for
SMEs, micrdousiness and individuals; developing securitygaiss models and institutions for composite and
de-centralised organisations (federations, dynamic virtual organisations, business and social ecosystem
etc.).

6.1.5.3 Expected Outcomes

1

Definition of a cybersecurity strategy by each individual organisation,ibgilon concrete and quantified
prioritisation of assets most at risk linked to the business sector in which the organisation operates

Inclusion of cybersecurity policy as a strategic decision at executive / board level of organisations

Cyberinsurance podA S& 06SO02YAy3a GKS y2N¥Y I ONR&aa 2NHFyYyAal
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its own operating context

European organisations and inaluals have access to comprehensive security management solutions in line
with their contexts, affordable, and evolvable to keep pace with escalating threats and innovations in
technology and practice.

European organisations and individuals provided wsitipport and processes that help detect and respond
to internal and external threats and failures, enable them to function under adverse conditions, and self
repair in order to resume normal operations as soon as possible.

Creation of a dynamic and innowai European market in cybersecurity services, which will itself yield
significant economic benefit, as well as serving the needs of European organisations.

7 Innovation deployment and validation

The budget for the integration projects is quite important aizddivided into the main areas for transversal
validation of innovative technologies and services. Particular emphasis is given to the area of secure networks a
ICT, as considered fundamental and strategic for Europe and the possibility to developnsolatisensitive /
strategic areas where an increased Digital Autonomy is needed.
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7.1 Cyber trustworthy infrastructures

These projects would see the use and validation of existing or newly developed technologies / services bringir
innovative solutions tarustworthy infrastructure.

These projects are an extension (and effective application) of what presented in the technical priorities for R&
actions.

7.1.1 Digital citizenships (including identity managemen)

The Digital Citizenship with all aspects relatedDigital Identity Management and secure access to all Public
Administration services is rapidly proceeding in all European nations, and this requires an adequate protection of th
related platforms, so also the Cyber Infrastructure for digital citizenishappriority.

More details on this topic are given in section 5.1.2 and 10.1.2.

7.1.2 Risk management for managing SOC, increasing cyber rigieparednessplans for NIS etc

More details on this topic are given in section 5.1.1 40d..5.2

7.1.3 Information sharing and analytics for CERTs and ISACs (includes possibly trusted SIEM, cyber
intelligence

New services are more and more based on information sharing and data analytics, with data gathered from the we
from sensors, from information providers. Data mustretected and trusted if we want to generate value from
them, especially if we think at applications as Health, Finance, Critical Infrastructures. Therefore we have also
consider as a priority the related Cyber Infrastructures for Information shastogage and analytics, with a relevant
support given by the Cyber Infrastructures for Intelligence, Threat and Risk Management, relying on technologies
Artificial Intelligence, High Performance Computing, Advanced Visualization. Probably the budgei teeftnese

two last cyber infrastructures can be lower, but the activities cannot be delayed in time.

More details on this topic are given in section 10.1.4

7.1.4 Secure Networks and ICT (Secure and trusted Routers, Secure and Trusted Network IDS,
Secure Inegration, Open source OS)

Europe needs priority investments for R&l and deploymenmiarket leading / sensitive sectors withrategic
solutions and services.

For instance, lie evolution of communication networks towards 5G is ongoing, and also linked3@#®P and ETSI
standards new releases. The 5G goal of providing an ecosystem for reducing costs anddganaw services on top

is directly related to solutions considering multiple bearers, network slicing, network functions virtualization with
provisonvia @ dzRX X | f f (K $ié&éhsed @diedidnifrdny GybeyaaskR, and also a way to validate
the guaranteed reliability and level of protection of each component within the ecosystem. Therefore Cyber
Infrastructure for Secure ICT is necedlgar top priority in the budget.

In the strategic market segments of operating systemsmputer and mobile phones manufacturingouters,
processorscomponents and othevarious softwareEurope suffers frona technologicatlependencan information
technologyvis-a-vis theforeign providers

We should educe the weakness of the EU supply chain by develdpimgpeaniCT / cybersecurity technologies /
solutions for increased digital autonomy, like routers, SIEM, IDS etc

The Europearindustry needs amivestmenteffort for R&l and deployment in these areidsmt can only be supported
at a European levelAn investment of this scale cannot reasonably be undertaken by one Member State alone.
Ly O2oSNESOddINRAR(GET 6KSY ayl a2 FaSYINPRNKNBALR YR &S NDR
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cybersecurity industry their number arsizein other sectorgemain limited on the global st&a

We can identify a few major projects that should take place at European level due to the complexity and the amour
of budget involved. These projects should allow tlevelopmentof competence and competitivess in strategic
NIS elementsnd globaléadership.

Member Statesadministrations could help tadentify specific cybersecurity capacity needs and flag them in their
priorities for EU funding or other kind of private fundifay further market implementation of the developed /
tested solutionshence driving the development for an effective final use

We have identifiedfor instancea group of urgent concrete projects that wouigrther allow the development of
strategiccomponents and national capacity building.

o Europeantusted and secure mter (such development requires significant investments which no country
and private company can afford alone, though it is one of the most strategic elements in the network)

0 European flusted Intrusion Detection System (IDS) host terminal and networkdh&sensure detection
rules can be trusted: design should be adapted also to cloud architecture

0 Open source operating system for trusted services

o X

7.2 Demonstration/ cyber pilots projects

As mentioned, the hyperconnectedfrastructures (the Area of Intere8 of the NIS WG3 SRIA) represtnd set of
vertical sector where secure ICT is deployed and used. Each of these vertical sectors (also named applicat
domains) demands for specific aspects fybersecurity These needs will be analysed and projentsesearch
products, services and capabilities that in turn needs new research and innovations. We list here the main elemen
of these vertical sectors, knowing that they have a special role in the cPPP where specific WGs are planned for the
sectors.

We describe herafter the main issues (for a full account see the NIS WG3 SRIA):
T Smart Grids (Energy)
Transportation (including Automotive / Electrical Vehi¢lesgistics Aeronautics/ Maritime
Smart Buildings and Smart Cities
Industrial Control Systen{tndustry 4.0)
Public Administration and Open Government
Healthcare

Finance and Insurance

=2 =2 =4 =2 A =
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Smart Grid (Energy)

A Smart Grid can be defined as a process, rather than a product. It is the shgjaliof the electricity
infrastructure and it is theransition from a closed, centralized, analogue infrastructure to an open, la
decentralized, digital infrastructure. A Smart Grid is the transition from a system where generation, based ¢
fuel, adapts to users consumption, to a system where es&sumption must be flexible enough to adapt to t
fluctuations of the renewable based generation. Finally, a Smart Grid is a system where electricity is trag
commodity on international marketplaces.

The benefits of the Smart Grid are envisiortedbe a more economic, sustainable and reliable supply of ene
However, significant security concerns have to be addressed for this scenario, due to the possible da
missing availability of energy for customers, as well as threats to the inteagnd confidentiality of customer’
data. These concerns are of particular relevance, because energy grids have a significantly longer lifes
telecommunication networks. In addition, privacy concerns have risen, such as the possibility of ¢
behavioural profiles of customers if their energy consumption is transmitted over the Smart Grid in smg
intervals. In particular, the attack surface is increasing over time in the Smart Grid for two reasons. Fi
increased amount of private meitive customer data is available to service providers, utilizmd third party
partners. Secondly, new data interfaces such as new and improved meters, collectors, and other smart
cause new entry points for attackers.

Resilience has always bedme prime goal for the operators in charge of the generation, transmission
distribution infrastructures. In Europe, these operators have a long track record of success in containing ag
avoiding black outs, and mitigating the effects of natufisasters. With the Smart Gridybersecurityis now at
the core of their efforts to provide a resilient infrastructure.

The issues linked toybersecurityfollow from the very nature of the Smart Grid transition. It should be assu
that all software cenponents could be compromised either because they are exposed to the Internet, or be
physical security can be bypassed. It should be assumed that all components of the Smart Grid, frof
meters, to power plants, or relays could be targets for cydtacks, as well as the SCADA systems use
Y2YAG2N) GKS&AS &a2FGoF NB O2YLRySyiliad ''a YSylaazy
mechanisms of trading marketplaces should be resilient.

The fact that any components might be compromisedasimonplace on the Internet. The obvious solution ig
rely on encryption whenever data is transmitted or stored. The problem then is (i) to secure encryption key
secure encryption and decryption and (iii) to secure the computation that talesepn decrypted data. Th
existing hardware protection techniques (e.g., trusted execution environments or hardware secure modul
be used to guarantee confidentiality and integrity (as the sensitive data is protected in hardware that can |
tamperresistance and tampegvidence),but the availability can depend on the level of protection of {
software that &cesses to the secure hardwaf@andboxing techniques can be used to contain the computat
on decrypted data. Note that these techniemaddress the issues linkeddgbersecurityas well as privacy.

The challenges thus are the following. First, the use of hardware protection techniques must be integrate
software development processes that shape the Smart Grid. Second, it isldudevise denial of servic
defence methods that do not disrupt the Smart Grid. Third, the Smart Grid architecture and governance 1|
such that compromised components are detected and isolated in a way that minimizes the impact on the
the infrastructure. Finally, disaster recovery testing techniques

Transport

Transportationsystems are becoming increasingly complex, incorporating numerous, intricate control sy
and subsystems working in parallel; also, they interoperate in an @emvirent composed by a large number
diverse service providers, across several countries. A wider use of communications and information tec
will increase the efficiency and functionality of transportation systems. The increase in complexity, rfalityti
and connectivity comes at the price of an increased vulnerability.

These complex infrastructures will be highly distributed and thus difficult to protect; besides, it is also im
to consider that every country has its own networks and evesmgport operator has its own strategy regardi
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the protection of its infrastructure.
Vehicles and other means of transport will be connected to communication networks to support infotain
safety and emergency functionalities. Transport support systaitide more easily accessible by nomadic uge
this is a truly indispensable factor in the transport sector.

This new scenario will introduce new threats and risks, and more critical dependencies with risk manag
prevention, infrastructures mordring, collaboration and crisis management, user data privacy. Some chall
in security and resilience will be common factors across the different types of transport: assess and mana
prevent attacks, monitoring and protection, unauthorized datecess, modification or destruction, manal
incidents, privacy of users data, secure and precise positioning of transport means and goods

Smart cities

¢CKS GSNY G{YIFINIL /AGe¢ LINPOARSA |y dzyoNBf fd trafficKighi
management, smart factories with industrial control systems (ICS) (covered by an own section), power pla
covered by an own section), public transportation (covered by an own section as well), and smart buildings
Smart buildingsgd 0SS O2y&adARSNBR | 1S& 02YLRyYySyild 2F G2RI
also a surrounding element for other infrastructure. For instance, a smart factory can be located inside
building, which provides physical access confRAC) and other functionality for the industrial control syst
(ICS). Being not always a critical infrastructure, a smart building can be basically everything from a sm
home to an international airport, including all its automated componentsshsas baggage transfer, a
conditioning, smoke removal systems, or heating.

Addressing side channels and covert communications in smart cities is an essential challenge as the fea
observe inhabitants, citizens, or employees working or livinguifdings as well as elders in Ambient Assig
Living (AAL) is linked to serious threats (e.g. selling electronic healthcare sensor data at the black mark
leakage protection of sensor data must thus be achieved, what can be done by securiegsagensor network
(WSN) and other technology used in smart cities, and especially in smart buildings.

One challenge in this regard is the increasing ket y Yy SOUGA @A GE 2F aYI NI aead
Internet of Things, I0T) that leado additional security threats previously not foreseen by the design of t
systems.In an extended scenario, s@alled smart building botnets or cyber physical botnets (CPS botnets
thinkable and feasible, i.e. botnets consisting of a high nunolbe&2PS like buildings and utilize their sensors
actuators to perform malicious activities. Some of the thinkable activities performable by such botnets ar
surveillance as well as complex scenarios. For instance, a (regional) oil/gas sellersaiglsimart building botneg
G2 atAakKidte AyONBlIaS (KS KSFdAy3a tS@Sta Ay KAA
sooner & they actually were requiredTo achieve a stealthy massrveillance (which can be used for da
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Industrial Control Systems

Industrial Control Systemsis used in Water, Food, Nuclear and Chemical operations, form a diverse eco
with varying componerst and protection goals. A shared feature of thases well as similar system in transpo
electricity and manufacturing is that the security maturity level is largely rather low, and many deployed sys
have no security whatsoever. In the past, thias argued to be acceptable, as these systems where operat
separate islands with no connection to the outside world. With the increasing use-tifesghelf components
remote maintenance and system integration, as well as increasingatiah that air-gapping rarely works in

practical system deployment, those systems are now increasingly exposed to external attacks, and data
from commercial companies and national CERTS show a massively increased number of targeted attac
domain.

So far, in the industrial control system domain, great emphasis has been taken on safety issues, while s¢
many systems plays a minor role. While this does give some starting gthet safety culture already accep
investments on product feater that do not add functionality in this sense, and require strict procedures
documentation. At the same time, safety and security often confleffirewall or encryption on a communicatid
layer add security, but also add an additional point of failfrom a safety perspective. Thgsand the need for|
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easy maintenanceis also one of the reasons why many systems lack any meaningful access control, whic
of the primary security controls in IT systen#s opposed to normal IT components, IG@gonents usually hav
a very long lifetime, sometimes remaining in the field for decades. Thus, any security concept need
prepared to integrate legacy systems and architectures, and new systems need to be ready for requirem
an extensive peod, without resulting in excessive pricing. An additional problem from this long lifetime i
availability of the suppliers; few suppliers are willing to commit to provide maintenance and security patcl
such a long time, and there is a high prbbidy that some suppliers or their subcontractors may be outlived
their devices. One recent example is Windows XP, which is still widely used in the ICS domain, but whicl
phased out by the supplier and will have very limited support in theireut Consequently, a number of I(
systems have been hit by classical botnets, i.e., attack programs that had no intention to sabotage a
system, but scan the internet for outdated systems and turn them into spats.

Due to their nature, many congments in ICS systems are constrained in a number of ways, such as a\
memory, computation power, or user interfaces (This can be very case spguifidle some components ar
essentially full PCs, others are highly optimized for cost and extrecoelstraint). This restricts the number

available security controls, and further complicates futpreofness. In addition, constrained memory forg
programmers to cut corners, while secure code usually includes additional checks, controls, and rdfimgh
routines that eat up memory (lack of proper input validation is a common issue in ICS components). Furth
many ICS components have little hardware (such as exdxtseor operating system support for security, mak
it even harder to produe secure code. This issue is enlarged by the generally low security maturity in t
component domairg ICS security rarely got attention comparable to IT security, and few suppliers had a n
implement security coding competence and policies. Tikismatched with a low maturity level on th
procurement side; just as some suppliers struggle to implement secure devices, so do buyers struggle t
define requirements for the procurement process.

With ICS systems being increasingly connectedgtiealso an increasing level of dependencies, many of w
are not well defined. A number of control systems, for example, require precise time, which is acquired fr
GPS system, which creates a common point of failure over numerous systemsrifrortyanany manufacturer
require a remote maintenance possibility, which will massively complicate any security architecture.

ICS systems can reach an enormous level of complesitg biggest example, the smart grid, covers an en
continent with a sgtem that has literally 100s of millions of components. It is well known that software servi
this level of complexity are difficult to exec@teand therefore execute those in a way that results in a se
system. Digitizing an already complex cohsystem is therefore something that requires a high level of sk
planning and execution, which may not always be available. Furthermore, increasing complexity and rel
digital components make it harder to revert to a manual backup plan.Heotine being, it is still possible in ma
systems to at least safely shut them down manually, which is a property that is increasingly disappearing.

eGovernment

Public services are at the core of modern societies, and their availability and trusimess is a key enabler f(
economic growth and social innovation. Innovation in Public Administration is influenced by different driver
la GKS ySOSaaArde (G2 Odzi O2ada FyR G2 daR2 Y2NB

participation and openness of public processes and data, the pervasive availability of mobile devices
represent an ubiquitous entry point to services, the mass usage of social media, and the obsolescenc
legacy systems versus the growing tréad/ard cloudbased ICT infrastructures for Governments.

All'in all, governments must engage with the wider public and followofien governmentprinciples in order to
GYF 1S GKS &S NiehdySad efiectivelimpiasieSié] quality of decisioraking, promote greater
GNHza G Ay Llzof A0 AyadAddziaAzya FyR (Kdza SyKFyOS |
strong economic constraints, which require the conception of new sustainability strategies and the reuse
practicesand solutions across all governmental levels.

The key role played by ICTs in such transformation is both a fundamental enabler and a source of issueg
for example, digitaiationof public services and mobile government (mGovernment can be setre &xtension

6 http://www.iag.biz/images/resources/iag%20business%20analysis%20benchmaizafll%20report.pdf
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of eGovernment to mobile platforms) on the one hand help improving efficiency of thedfc& and provide
users with better and ubiquitous services, and on the other hand increase the attack surface and caug
security issues and paey concerns, including distributed denial of service, identity thefts and inform:
leakage.

eHealth

The massie trend towards seamless systeand data interconnection, mobile services, smart devices and
analytics has already started and wéladl to revolutionary changes in health care and nursing.
Healthcaresystens have beerevolving during the last years to address the new challenges deriving from th¢
social and economic conditions Europe is experiencing: citizen aging, more and measeénaf chronic diseas
overlap between health and social problems, new family models and the request for a raabioaliof
healthcare costs.

The following factors can contribute meeingthese challenges:

1 Citizens empowerment easing the adoptioh leealthy lifestylesto prevent chronic diseases and, as
consequenceleadingto a reductionof healthcarecosts

1 Reinforéngcommunity care and its integration with hospital care (integrated care) are enablers to p
patient at the centre of theheathcare system and benefit in this way of a better management,
instance, of chronicity, physical inabilities and new family compositions.

Ly GKA&a &aOSYyIFINAR2X GKS L/¢ gAft LXFe | NBtSOIyi
integrated care. Specifically, to address these two aspects which are strictly related to each other, it
necessary to move towasa digitalsationof all the healthcare levels which is a precondition to put the citize
patients in the position to xploit and use all the informatiolg shared also with the healthcare and sog
institutions ¢ necessary to enable the satfanagement of care and preventioAs this information is extremel
sensitive, it will be necessary to enable mechanisms that pvesd¢he privacy of the citizens and tf
confidentiality of their dataAll this will be possible thanks to infrastructures enabling the hosting and shari
an increasing amount of clinical data following standards of reliability and security.

Financeand insurance

Insurers, over the next years, will deal with new personal data coming from sensors, increase the usage
solutions and look after an emergent cyber insurance market. The cybersecurity, privacy and trust conse
of the aforementoned technology driven developments aaéso relevant Core insurance processes (i.e. |
pricing, reservingand claims handling) are the focus, while asset management, finance, marketing and s4
not considered enough Ordinary cybersecurity managent is not well considered either.Insurers have
traditionally priced risks based on risk factors. For example, Motor Third Party Liability (MTPL) cove
traditionally rated according to variables such as age, territory, vehicle type and previdus biatory. Health
insurance rates may depend on age, gender and medical history. There is a growing consensus [PWC13
increasing use of mobile sensors will improve the way certain risks are priced by insurers, making insurar
closer to tte underlying risk drivers. Data coming fromcsdled black boxes are already being used within M
GFNATFaAaS 6KAOK Ay &2YS O2dzyiNAS&a aidFNIL G2 o6S 0
expected to make health insurance rates mared more based on lifestyles. The shift towards more risk seng
prices, driven by increased data availability, means that insurers will collect and analyse a larger amount
mainly personal. Previous examples refer specifically to individsks, reven if there is evidence that mobile di
may improve commercial insurance pricing as well. The use of new data by insurers brings about chi
among which people awareness, technology user friendliness, assurance of security and priva
discrimination of people based on technology skills and privacy preferences.

7 Reserving is the process of setting aside the amount to fulfil insurance obligations and settle all commitments to pelicyhold
and other beneficiaries arising over the lifetrof the portfolio (source: www.iaisweb.org).
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Another important topic rapidly gaining attention is insurance of cyber risks. The insurability of the netwo
information security itself has been debated by institutions aclogars. Measurability is necessary for a risk tg
insurable, since rates are built upon loss frequency and cost. However, existing actuarial models canno
historical loss data, since the quantity of historical data is scarce and its homoge&nhaigmpromised by
continuous technological advances. The lack of reliable models to estimate the value of loss / stolen d
prevents the reliable evaluation of loss&3yber risks are highly correlated because of the monoculture of

technologiesj.e., the same attack surface, which can be exploited in a similar way (e.g., by worms). Mog
computation of correct premiums and coverage must consider this correlation. Moreover, outbreaks

correlated breaches impose heavy burden on an iesun other insurance markets such problem is solved

geographical distribution of insured organisations (e.g., in case of earthquake insurance) or-inghregce of
high losses. Note that in cybérsurance case, technologies are similar in déférgeographical regions, and mg
worms are equally dangerous for US as well as for China or GermaimguRers for cyber risks do not exist yet
all. This leads to the policies with large amount of exclusions and high prices. More accurate mgdeidieh
use diversity in technology, may help to solve some of these problems.

7.3 Bottom-up Track for Cybersecurity Innovation

The European Union is determined to strengthen the cybersecurity industry to transform new ideas into
commercially attractivgproducts, processes and services while taking the necessary action to define a framework
build on minimum requirements to security and privacy.

A specific funding mechanism is crucial for the competitivene€suabpeancybersecurity industry to fuel tated
AYYy20F A2y adrlJe KRl Q1 288 R/ @0SNASOdzZNAGe Lyy20FGA2y§E
stimulate private sector investment and to take bésiclassinnovations on a fast track to outpace international
competition. For cybersegity and privacy innovations industry can propose any R&I topic related to any sector. This
track aims at complementing the paefined pillars as well as set priority R&I topics. This gives maximum flexibility
to push emerging and disruptive ideas of dmyd forward, which is a necessity in increasingly challenging changing
IoT world. It supports quick deployment and market take of innovations while reducing the vulnerability risks.

Scope: The Bottormp Track supports projectglated to anytopic, sctor or challengaindertaking innovation from

the demonstration stage through to market uptake, including stages such as pilotingpest systems validation in

real world/working conditions, validation of business models,-poemative research, andtandardsetting. It
targets relatively mature new technologies, concepts, processes and business models that need a last developme
step to reach the market and achieve wider deployment. To this end, if a proposal involves technological innovatior
the cansortium must declare that the technology or the technologies concerned are at least at Technology Readines
Level (TRL) 6, where appropriate.

Impact:

Fast development, commercial takg and/or wide deployment of sustainable trustworthy innovative siolng
(products, processes, services, business models etc.) in enabling and industrial technologies and/or for tackli
societal challenges.

Increased industry participation, including SMEs, and more industnyifiretapplicants to Horizon 2020.
Proposed dzZRISGY pn ac

Call schedule: 1 per year
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Envisaged actions (with links to KPIs)

1 A specific funding mechanism is crucial for the competitivenedSuobpean
O 0SNBSOMzZNAGE AyRdzaidNE (BatonFuzSiack for
Cybersecuritylnnovationé ' AYa G NBRdAzOAYy3a GK¢
stimulate private sector investment and to take béstlassinnovations on a
fast track to outpace international competition. It supports projects relatec
any topic, sector or challenge andYa® | 4 O2 YLX SYSy (-7
defined pillars as well as set priority R&I topics.

8 Non-TechnicalAspects

8.1 Education, training,and skills development

There is a need for rthinking education at different levels. It is not a matter of standard recgclbut a real
multidisciplinary, coordinated and coherent approach is needed. The customers of the education, training and skil
development can be segmented as:

1

General populationg individuals that are not cybersecurity experts but users or ICT tecpiesioand
services.

Students of all ages under an education curriculum. Targeting the education in primary and secondar
schools as well as at university level.

Experts- addressing the needs of continuous learning for professionals of different secadirsatie high ICT
dependency, in order to raise awareness and enhancing their skills.

In order to reach those segments, many tools need to be set up:

1

At general population, ICTs have changed our lives as they have penetrated almost all domains and majori
of the people are highly dependent of welbrking ICT tools to conduct their daily business.

At education level, there is a big awareness gap and lack of integrated training modules on cybersecurit
related aspects an all school levels, starting from &vareness and skills of teachers themselves. The same
is true for professional training on university level, including lack of cybersecurity modules in higher
education training programs for vital service domains dfcrthermore, there are only few exist
cybersecurity higher education programs in Europe.

At professional level, there is a lack of accessible tools for continuous awareness, training and skill
development on cybersecurity aspects. Cybersecurity skills are more and more a prerequisitpltwyeesn

in a multifaceted approach (i.e. law, insurance, testing facilities from many ICT and non ICT sectors, critici
infrastructures, etc.) and, at the moment, there are more jobs than qualified candidates, while the
unemployment rate stays very high someEuropeancountries. On the other hand, professional training
programs are very fragmented and leaded by specific international companies that develop them for specifi
purposes or under request (usually also very costly).

It is clear that to reachhiese target segments, it is necessary to set up new training models (i.e., massive open onlin
courses, etc.) and accessible tools to facilitate the access to knowledge and raise general awareness. Also efft
need to be made to enable career-ogientation to support entering the cybersecurity field in later stages of the

career.

The benefits are obvious:

|l

Cybersecurity will produce new innovation paths and market niches such as cybersecurity insurance
cybersecurity risks and practices, security engiimeg security management, and many more.

Having a coordinated view will encourage Member Stated the other countries participating in the cPPP
to agree upon a baseline of cybersecurity indicators.
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1

In addition, there is a social aspect of cybersecuaigytool for awareness in human values (particularly
among the youngest people) through, for instance, the user empowerment and control of personal data, the
digital legal education (right to be forgotten, freedom of speech, anonymity versus trust andtgecur
crowdsourcing versus legacy manufacturing etc.).

The common educational needs of the target segments identified above should have:

=A =2 =4 =2 =4

Multi-disciplinary focus

Responsiveness to changes in technology and societal environment
Endto-end skill developmen

Alignment of curricula and training with demand for skills

Using appropriate methodologies for teaching cybersecurity at all levels, from awareness to focusec
expertise

Among others, one of the goals to be developed within the frame of the cPPP weutd bet up a cyber
College/Academpxor network ofacademiaand colleges) with the goal to:

1

Collaborate in preparing training materials and modules for professional training as well as training on lowe
educational levels.

Generate a consensus on a cooé European higher education curricula for cybersecurity studies at
university level (both traditional and virtual education) as well as propose a plan for integrating cybersecurity
studies modules to professional education of vital service providerspabtic servants. For that purpose,
synergies with Déeducation programmes and funds have to be found. At the moment, there is a fairly
sparse collection of courses and competences but not a unified approach.

Coordinate a network of PhD studies on cybersitgudeeply connected with the industry, i.e., under the
format of industrial PhDs already existing in the H2020 Excellence Science Pillar.

To promote creativity and innovation in young students and young researchers by proposing challenges
prizes, cybecampus activities, etc., in order to connect them with the needs of the citizens and of the
industry.

Finally, the scope of education, training and skills development can provide an opportunity for a close collaboratio
with other Europearbodies (i.e., NAO, especially NATO CCDCOE and other decentfalisggearagencies).

Envisaged actions (with links to KPIs)

1 Establishment of a European Cybersecurity Academy and a Newfc
national/ € 6 SNESOdzNA i& al OF RS YA Sligciplingry
curricula and training recognized &uropeanlevel. The networks may
reach several of the next segments:

0 Graduate students, in order to develop their skills as fut
cybersecurity specialists. Also specific modules forl@instudents
will be deployedfor basic knowledge and awareness maki
Cybercamps and cybechallenges will be organized to test the
abilities.

0 Teachers either from primary school and graduate, in ordel
expand the number of students and centres connected with
Cybersecurity gademy. Advanced contents and a knowledge b
should be available to facilitate cybersecurity skills widespread.

0 Industry (including SMESs), industry associations and se
providers all ICT and nd&T related.

8 This could be done with similar initiatives lead by NATO and other organizations in order to maximize synergies.
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0 Cybersecurity specialists and researchesiming to improve ant
update their skills, sharing experiences, best practices exche
etc. Testbeds and hands on labs should be available at Eurc
level. Policy makers and public sector in general.

I To reach the biggest number of customers, a coraton of both the
traditional (classroom) education with training activities using innova
and accessible tools will be used (i.e., cyber range platforndsstant
learning platforms, VTX 0 &

9 Close collaboration with private actors already providimgs short of
education under demand level should be stablish in order to react
K2Y23Sy2dza aljRDtAGe tSOSté¢d oY

1 Establishment of a European Cybersecurity teachers and doctoral Nei
connecting university to industry needs at highest level. Hamdsabs,
Cybercamps and cybechallenges will be organized to test the
proficiency and innovation capabilities. (KPI 7)

1 Establishment of a European primary school level education prograr
(KP17)

1 Organisation of a number of crebsrder exercises anddinings not only
for awareness raising but also for products testing by researchers in «
to improve Europeanproducts and services resilience (e.g. European
bounty programme). Advanced trainings like Bootcamps could imp
specific needs at Eurepn level. The themes of the bootcamps, exerci
and challenges will be selected each year and they may cover the inc
needs but also advanced or next coming threats. A number of signif
countriesshould collaborate each year in an incremental vimyrder to
reach wider consensus and common scenarios by 2020. Coordinatiol
collaboration with European external bodies of the Commission (i.
external agencies such as ENISA and others) as well with NATO facilit
also envisioned KPI

1 Oraanisation of annual cycles of large scale international exercises
participation of a significant number of experts from abroaddpe. The
exercises wilaim to create a consensus al global level, to exchange
practices and knowledge and to proeidthe policy makers o
recommendations for better protection and other cybersecurity aspe
Under a fixed theme each year, a number of advanced trainings ses
(e.g.cyber exercisesbootcamps) will be deployed annually. Coordinat
and collaborationwith Europeanexternal bodies of the Commission (.t
external agencies such as ENISA and others) as well with NATO facilit
also envisioned. (KPI 7)

8.2 Fostering innovation incybersecurity

Innovation models have evolved from insular, linear, aedctive models of innovation towards the more
contemporary models that are fluid and adaptable processes that aim to raise development efficiency and speed t
market through interorganisational cooperation and strategic alliances. Thbersecuritynnovation value chain is
enacted by an open ecosystem of small and large enterprises, individual inventors, research institutes an
universities. Large enterprises are experimenting with a variety of schemes to stimulate and benefit from
entrepreneurial activies outside their organisations. Similarly, national &wgopeanresearch programmes are
trying out new instruments designed to encourage participation by small companies and to grow this sector of the
market. Information gathering and analysis is stilprogress, but it appears that while the general philosophy of
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Open Innovation is shared, there is considerable variation in how it is interpreted and applied, and a consensus
best practice has yet to emerge.

8.2.1 Develop acybersecurity ecosystem

The bredth of cybersecurityand privacy challenges within wider technology, policy, and economic perspectives is
vast in scopeln aiming to build systems with as few security flaws as possible, strong demands are placed on mar
stakeholder types, how best to imtduce the right economic incentives that fairly balance those costs across the
various actors in the security value chain is critical. In tandem, roghgrsecurityclusters and accelerators have
been created in Europe in recent years and we have sewarals of practical experience with organizing
international as well as national cyber strategy.

There are many ways to develop tlugbersecurityecosystem further in order to create value for many other
stakeholders including researchers, experimenteMES, policy makers, universities and students etc. Innovation
clustering initiatives are viewed as a key abstraction for creating the appropriate ecosystem, however these ar
often characterised and constrained by their regional natarBuropeanwide intiative is recommended.

1 Collaborating and competing

i Geographically dispersed across Europe but linked to other global initiatives
1 Specialized in a special field, linked by common technologies and skills
1

Of a critical mass (this refers to fact that aster should include actors, which together have a certain
weight in their sector in order to be able to build momentum, i.e. to be able to establistsigghorting
processes.)

1 Either institutionalised (having a proper cluster management) orinstitutionalised.

While clusters are usually created and thought of in terms of driving competitiveness and growth, particularly witk
regards to innovation, their definition may also be focussed on other primary objectives, such as providing a leg:
framework @ similar umbrella to support funding or marketing initiatives, or in some cases to provide a supporting
reference model for statistical measurement. The notion of clusters it is often used interchangeably with other terms
such as innovation or technologyK dz6 8 ¢ ¥ G RAAGNAOGAaé¢X aYAfASdzE SO
nuanced differences when comparing such terms, consensus on similarities and differences has been difficult
establish.

8.2.1.1 Key Cluster Characteristics.

Clusters of specificirins within a specialist industrial or technological domain are viewed as an increasingly
important source of economic development across the advanced industrial economies, and a central focus ¢
technology policy. By composition, there are generally piszkto be four cluster types:

1. Geographical cluster

2. Sectoral clusters (businesses operating together from within the same commercial sector)
3. Horizontal cluster (interconnections between businesses at a sharing of resources level)
4. Vertical cluster (i.e. aupply chain cluster).

Researchers have also attempted to decompose the structural topology and characteristics of clusters, notin
several approaches such as:
1. Gl dzo FyR &L} 1S¢ I LIWINRBIFOK GKIFG Aa deLAOImiste SR ¢
2. G{ I GSttAGSE I LILINE I OK-Béate branGhNdsilitids of2a NiRilaryhatdrd ininkd préximicy 2
to one another- R&D divisions are often clustered in such a manner in a location away from corporate
headquarters to achieve such benefits example

3. Statecentred clusters are another approach, led and dominated by the presence of one or a few large publi
or nonprofit entities, such as universities, RTOs, or military/national security institutes (the latter
particularly evident for PACs).
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Broadly, it is agreed that the initial formation of the most successful clusters has resulted from accidental o
serendipitous events, and is often driven initially by key anchor individuals with a vested interest in harnessing loc
networks in a givenraa, more sothan top-down policy drivers. However, it is agreed that once a cluster reaches a
certain point of scale, policy intervention can achieve significant impact and is indeed necessary for the cluster to t
sustainable. Despite this, within thebersecurityspectrum some key emerging ecosystem initiatives on a global
level are strongly premised on a tajpwn policy approach, the emerging shift ©fbersecurityemphasis in Israel
FNRY ¢St ! @GAQ IyR I IAFF (2l MRa . SQSNJ { KS@GI o6SAy3 |
8.2.1.2 Key Characteristics of HigRerformingcybersecurityecosystems
A broad range of complementary ingredients are necessary in order for innovation environment settings to flourish:

1. Sustained proximity taybersecuritychallenges

2. Provision of susiaed talent flow

3. Strong ecosystem planning and oversight

4. Multi-faceted support from academia and research institutes

5. Appropriate funding supports
8.2.1.3 Funding ofcybersecurityinnovation

In acybersecuritycontext more explicit funding supportingybersecurity-based starups in Europe are emerging.

For example, in June 2014 Londomsed C5 Capital became the first focusstbersecurityinvestment fund in
Europe, providing a $125m fund faybersecuritystart-ups. So far two investments have been made, an $8m
investment in monitoring provider Balabit, as well as investment in Qinetig spinout Metfaddasagers of the

fund now believe that European ICT arybersecurit)companies are now at an increased competitive advantage in
Europe as a result of recent NSérveillance scandals in the US, as such firms are not subjected to the same levels o
data collection as their US counterparts. Traditionayropeancybersecuritycompanies have sought expansion
funding to expand into US markets by default, but othearkets such as the Middle East and Asia are now also seen
as attractive alternative8. Local European vendors will also always benefit from understanding the local needs of
the region, often giving them a competitive advantage over US and otheEnoopexn vendors over others, but
there is now increased demand for Europeans to provide alternative services to protect citizens and their embodie
data in their own markets.

8.2.1.4 Areas for opportunity

1 Europearfunded projects should include market studies forititechnologies and consider lifecycle costs to
ensure markewiability of their technology.

1 Business cases for disruptively innovative products need to take into account the difficulty of displacing
incumbent solutions arising from dependency networkgyulations (which can either promote or inhibit
innovation) and other potentially inhibitory factors.

Research is needed to look at market dynamics aspects of innovatigbénsecurity

Exploitation ofcybersecurityinnovation from research is challengimgften the stakeholders involved in the
realisation of research are unable to commit to driving it from research into the market. Facilitation of a
repository of research output could link entrepreneurs with researchers.

1 Further analysis of implementatioof research results into successfiybersecurityproducts and services
could improve the development of success indicators to monitor exploitation during the research lifecycle
and beyond.

1 Research into the origins of successfybersecurityproducts aml services could further our knowledge of
early intervention and supporting instruments.

9 http://www.c5capital.com/
10 http://www.scmagazineuk.com/véundingfor-europeancybersecurityfirms/article/356360/2/
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1 Most research projects solve problems of the future and the first results are availablé yre&rs, whereas
customer needs and expectations, especiallgyibersectity, are close to immediate. This problem deserves
special support and treatment, maybe through the open calls managed by individual projects or dedicatec
platform.

8.2.2 Define thecybersecurityvalue chain

5STAYAUARSOAARNR G B & 0 ORIV Y safédudrds Mdsl Bclidwdithatican bé #s&d to protect the cyber
domain, both in the civilian and military fields, from those threats that are associated with or that may harm its
interdependent networks and information infrastructure. Cydsecurity strives d preserve the availability and
integrity of the networks and infrastructure and the confidentiality of the information contained therein.

Cybersecurity value chain challenges are shared between all pure players. Pure players are those who either hav
cybersecurity product or a cybersecurity business unit. Other ICT players who are competing in other sector
however their ICT solutions should be secure, are competing in other different sectors than cybersecurity, so the
challenges ae usually different.

European pure players in cybersecurity share:
1 A common strategic market segment (cybersecurity),
1 Same type of customers,
 Same trends,

 Same strategic challenges to overcome in the future

Europeancompanies which are competing globally, could benefit frarDigital Single Market, not only reducing
market barriers inside European market but also it can be a tremendous opportunity to facilitate joint offering,
mergers and acquisitions for having a more competitive offer from Europe as well as more competitiyayers

and innovation chain.

As a first step, it is recommended to create and maintain an interactive catalogue of European Cybersecurity pul
players as well as European clusters in cybersecurity to facilitate easy access to European prodwriscasdoy

any customer but also networking between all different actors inside the value chain to facilitate competitive
advantage initiatives through joint offering, mergers or acquisitions.

It is also recommended to make a periodic (at least one per)yaaopean cybersecurity market analysis in order to
monitor revenue and growth (CAGR) indicators for European industries. Market analysis also allows th
identification of different type of customers and their principal concerns while buying cybersequgtiucts.
Individuals, governments (local, regional, national), SMEs, large enterprises, CIP operators, Defence, Home affairs
usually cybersecurity customers. Sophisticated demand concept is introduced as a catalySurdpean
cybersecurity indusyrby sharing ideas and opportunities as market challenges. For exdimghee energy, CERTS,
could be considered sophisticated demand in the way they probably know if a solution is available for a current c
potential need. A good connection and intentism of sophisticated demand inside the innovation chain, could
benefit the entire ecosystem ranging from researchers to pure players.

Market segments today range from ICS (industrial control systems) and CIP to monitoring and intelligence.
Common challergs for European pure players in cybersecurity might be:

1 Market knowledge

1 Sharing intelligence

1 Local/regional/national market development

T International market (DSM and beyond)
Activities at European level along above axis could benefit the entire Europeanchain competiveness.

The market is fragmented with at national and international level, with big players moving to lead different
segments and product types (ranging from basic to corporate, or even industrial).
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Key factors for CISOs are interopendpilvith legacy infrastructure and usability of each solution.

Public procurement, instruments definition to boost local procurement, incubators, accelerators, investors and
venture capital dissemination as well as the promotion of cybersecurity talentkeyedifferences from global
leaders like US and Israel.

The definition and support by this cPPP of collective actions, either direct or indirect projects, could benefit the
positioning and competiveness of European Value Chain.

The value chain of pureglers in cybersecurity arena includes:
Manufacturers (SW, HW and mixed)
Channel (wholesale and distributors)

Services (integrators, consulting, managed security service providers (MSSP), value added resellers (VAR)
specialized services providers.

End wers or customers represent the last mille of the value chain ranging from sophisticated demand to individuals.
Governments, clusters, forums and other IT related associations play a major role in the cybersecurity value chain.

In addition, there are alscesearch and innovation providers, training providers, funding or venture capitaits
for entrepreneurship and stastips initiatives.

The cybersecurity industry may keep a balanced representation of each type of entities along the whole value chair

Taday, manufacturers, MSSP and specialized service providers represent most of the industry representation today

Government
Regional and National Cooperation and Policies

Other associations and reference Cybersecurity ICT forums and

Clusters L
forums organizations

e ™~ National /
Research & Channel . Central
knowledge Manufacturers Services
Providers: Wholesale Gover_n HIEE
Universities 7 N and channel - : Intelligence,
and Research distribution 4{ Big Consulting CERTS and
Firms
Centres Specialized Dta:fe_nce
SwW 1 el | — (sophisticated)
providers
Integrators - Other
Incubators & Government
lerat [ \
accetersion Managed Security Service Large
) FregieE Enterprises)
Mixand HW  f=F ¥ {e.g. Finance —

M \ 7 SME and

Venture \ /

Capital A Individuals
[ International Specialized SW manufacturer | 1
= Retail
~[ Embedded SW standard manufacturer
Training Certification Data protection + regulation + Standards

Cybersecurityalue Chain (source: INCIBE))

A differentiator of thecybersecurityindustry is that we see far deeper integration in valuaios of companies than
traditionally the case. Delivering spare parts for an automobile producer does not require utterly deep integration
into business procedures and operations of that producer. However, implementation of an early warning and threa
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deep integration into the company inner workings.
The cybersecurity market is deeply influenced from various themes driven by technical, huowetals

organsatioral, economic, legal, and regulatory concerns among others; these factors combine to create marketplac
and innovation ecosystem with complex value chain relationships.

Value chain positioning in theybersecuritydomain impacts oninnovation focus and capacitiesnuch of the
innovation in the domain can be characterised as incremental (e.g. integrating components of technology fror
suppliers, tech pluins for a platform or providing a service wrap around technology delivery), as abiossdical

new developments that forces businesses tonganize or leading to the emergence of wholly new markets.

A supply chain connects inputs to outputs by representing different stages of production. Supply chain analysis offe
insights into theproduction ofcybersecurityand privacyenhancing goods and services. It allows the description of
vertical relationships that exist between market players and their integration at different levels of the production
process. Interrelations in the producticof cybersecurityproducts and services are becoming more important the
more functions are outsourced to partner firms.

b20S GKIG Ay (2RFre&Qa RAIAGEE YIN)QJSGaz Ad Aa y20 ac
exposition reasns, networks of suppliers and buyers characterize these mariKétugh increased integration,
cybersecurityrisks are shared between ever more partners in the supply network.

The supply chain analysis facilitates also a better understanding of the iveesttuctures inherent in vertical
NEflGA2yas 060SOFdzaS GKS FANNXAQ O2yGNYOGa adliaS NMzZ Sa
1 Theallocation of value addedand revenues extracted) in the production process between the different

actors in the supply chain; and

1 Theallocation of risks andiabilities related to the production and provision of the security goods and
services.

Firms may vertically integrate in order to internalize mags or to offer a broader product portfolio. At this stage,
there are a number of open questions. For examjilés an open question whether tybersecuritymarkets, firms

also vertically integrate hardware, software and services in order to obtain full control over the security of their
supply chain. It is also not clear, if greater disintegration increaskeesr-igks (i.e. through linkage attacks) and
therefore negatively affects the resilience of ICT syst&ms.

While many still see the supply chain as a physical entity, digital services and product provision allows companies
deeply integrate into each otB N a & dzLJIOhe® exa®pld i& §fiéi outsourcing of réiahe surveillance of
networks to Ifcompanies. Another are-®rensics and aliscovery, where the contracted consultant scans vast
amounts of diverse internal and sensitive documents (PDRsiks Word documents) and therefore obtains deep
AyaArdakida Ayid2 I FANNVQA o0dzaAySaa RSIHEAy3Ia typeRectitP ONE
products and services, the supply chain needs to be secure. Some interview partners put fohBEheope there is

an overreliance on products developed outside of Europe.

The management of secure supply chains is a critical question not only for firms activeyiénsecuritypusiness,

but also for critical infrastructure industries. In therrwer, however, industry stakeholders often describe
cybersecurityt & LI NI 2 F G KSANI O2délelbp/sedra pradbctsproduictyilevaloddesthd i 2
production must be based upmecure processes and input$ And the same must holds for the idedevelopment
stage.Some companies therefore establish an extra monitoring department that ensures whether security products
have been developed securely. In the ICT business and the ICT security business, secure supply chain managet
includes softwarehardware, business procedures and overall system architecture. Vulnerable software aside,

11 An example of a linkage attack is the rec@atget Storeicidence in the L& (The interested reader is referred to Vijayan, J.
(2014). Target Attack shows danger of remotely accessible HVAC Systems,
http://www.computerworld.com/article/2487452kybercrimehacking/targetattack-showsdangerof-remotely-accessibléwvac
systems.htmj

12The same holds for services.

European Cyber Security cPPP Strategic Research & Innovation Agenda



hardware is also exploitable (e.g. by containing manipulated microchips). Further, hardware and software interac
and both depends on each other.

The management ofyber-secure supply chains is also important in critical infrastructure osgéiors including
banking and finance, water and utilities, and the health sector. These asendusers of products and servicest
the final stage of the chain that needs be secure in order to allow a secure operation of critical infrastructure.

Synonymous with ICT markets in genewghersecurityfirm-level innovation challenges transcend infrastructural,
market, knowledge, cost and regulatory/legal domaifypically,cybersecurityA Yy y 2 @ kcinfeific@s and
investments are predominantly directed in the early phases of the innovation lifecycle (ideation through to concept
development); whereas significant scope and requirements occur in the latter stages (test pleth@ntation.
Accordingly, thecybersecuritystakeholders surveyed identified a broad scope for innovation supports across the
entire innovation value chain and ecosystéie. strategy, business intelligence, ideation, portfolio management,
resource managment development, and launch).

wSazylyid 2F (KS WONRaaiAyad (GKS OKIFIAYQ RSo6IiGST G4KSNB
technology innovation and accompanying business development/diffusion innovation skills and acumen. While th
imperative of underpinning innovation development activities with sound commercial business cases is recognise
competency and proficiency in this area is severely deficient.

Highly commoditised massarket PACs product segments, with low levels of difiéation at the commercial level,
and differentiation that is difficult to validate at the technical level. This makes it harder for PAGQsensdo select
and evaluate products, and for PACs innovators to differentiate themselves in the marketplace.

Veay high market barriers to entry in established supgige market segments, namely those serving (1) Larger
Enterprise, (2) Government, and (3)Military/Defence.

Difficulty in creating ROI arguments and compelling value propositions amyetsecurityproducts, especially as
next generation PACs products become more complex and expensive. This is being offset to some extent by grov
in demand for Managed Security Services (MSS) and similar forms out outsourced security solutions.

Extending research intdhe behavioural aspects of legitimate stakeholders and malicious actors within the
cybersecurityenvironment could further our understanding of underground markets and the threat landscape.

Envisaged actions (with links to KPIs)

1 Encourage all stakehidrs in the value chain to produce an annual mar
analysis. This analysis may also include new products, technologies
growing segments or niches in order European pure players could de
new strategies aligned with the international marké{PIsl, 3, 4, 5, 6)

1 Encourage all stakeholders to facilitate intelligence sharing at Euro
level in order SMEs and staups could also have access to zero day ot
to date vulnerability databases, so their products could be-fimeed. A
Testbed could bea good instrument to facilitate high quality of ar
European product but also high quality European research as a first st
any new product or startupgKPIs 1, 5, 9)

1 Develop testbeds in which any European product could benefit either 1
interoperalility tests at least between European products (to faciliti
adoption by CISOs of new productas it is one of their main concerns)
vulnerability tests (for example by developing an European bug bo
programme) in order European products could beder stress test
continuously to reduce risk of vulnerabilities and zeays while in
production.(KPIs 1, 4, 5, 8, 9)

1 Encourage all value chain to share experiences and opportunitie
cybersecurity by organizing coordinated events at European levislisTas
of much relevance while considering innovation and research. Res¢
need to be focused on customer and putedf | &riedtE M is alsc
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recommended to organize crosgctorial events to identify new nich
opportunities as well as to involving sters at European level. CS appli
to other sectors could benefit ROI calculations as of economy of $E&les
3,4)

1 Encourage MmberSatesand the other countries participating in the cP!I
to boost national markets as well as DSM by specific publicupement
actions.(KPI 1)

1 Develop joint international business development actions, like busil
missions (both ways) to facilitate DSM and beyond. Sophisticated det
could be a good partner for this type of missiofi€P! 1)

1 Develop and support alontipe time, cybersecurity specialized incubatc
and accelerators either focused on niche products but also on esse
services which today come from outside Europe. These instruments sl
count with European anblationalsupport as well as private fundj as any
of these startups could be a competitive advantage of any large com
via acquisition. Venture capital and investment funds must be avalil
either at national and European level. KA &4 (&Ll 2F O
really dependson the availald talent, so specific actions to promot
identify and retain talent in cybersecurity must be develop@PIs 1, 4, 5
6)

8.2.3 Boosting SMEs

Europe is 95% SME market, in the cyber domain SMEs are even more dominant. Therefore, SMEs should be
backbone of lhe European economy by developing R&D that enhances global competitiveness and plays a releva
role in raising the level of cybersecurity solutions for market demand. Yet recent statistics show that the number o
European SMEs innovating-tiouse or collhorating with other companies on innovation or maraiented
projects is still too small. They often lack orgaioral resources, capacities and knowledge.

SMESs need practical, handa support to overcome this challenge, particularly as new valumstdevelop that cut
across transversal industrial sectors demanding cybersecurity products.

9aaSYdAlf OFNNASNB GKIFGO F@2AR LISy S Nhaiebhey clagsified {nahe Q&
following categories:

a. Difficulty accessing to Fopean cybersecurity market consumers

Scalability is a challenge for SMEs that usually initiates their activities in their own country market, finding seriou
obstacles for internationaation The EuropearCybersecurity market is taken by a reduced numbé global
brands, mainlyhon-Europearbased companies.

{2 9dzNBLISIY {a9Qa& INB dzadzfte F2NOSR G2 02YLISGS A
challenging, as big IT security players protect their niches from newer and outer menacesrpaditors benefiting

from their strong market presence and adjusting of costs to enhance competitiveness. Smaller companies al
confined in local markets and still dependent on public procurement in their home country.

Envisaged actions (with links to KPIs)

1 Common procurement calls made by public authorities and companie
allow cybersecurity SMEs selling their niche products at larger sica
order to ease start up and SME participation, specific communice
actions should be envisaged.

1 Link gbersecurity SMEs with their innovative products to concrete ne
identified by a wider platform also for opening new and wider mar
together and have easier access.
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9 Strength the linkage between research and innovation, including
support of Universy and research programs fetart-up creation.

1 Explore the possibility of a European Cybersecurity Small Business
facilitate oriented procurement oriented towards SMEs.

1 Develop a certification program for cybersecurity SMEs (in the imag
PCIDSS) vetting SMEs for products and services, beyond ISO 270(
protect and facilitate SME business (avoiding high certification costs
dull procedures)

b. Difficulty accessing finance for innovation

{K2NIiF3S 2F (GKS { a9Qa eendingly fedenhialyprobiemf but Nie dhatdzsIa&tainly béen |-
exacerbated by the recent global financial crisis and current economic slowdown. Innovation is costly, an
companies face investment choices regarding scarce resources. Innovation is often iatistompvith other
business functions for this investment.

Envisaged actions (with links to KPIs)

91 Further promote specific Research & Innovation mechanisms for SM
the cybersecurity sector with adequate financial support: e.g. the Hz
SME Instrurant of the European Commissiamd COSME. An extension
this approach, better linking SMEs with other companies, even larg
reach the market and have easier access to funds, could be provided t
creation of a European programme similar to the EteiRAPID for civilia
applications. Specific support for the use of these instruments, hel
cybersecurity SMEs as well as SMEs cybersecurity users, could be pr
with the creation of a specialised cybersecurity officer position.

1 Similarly to the &ture Internet PPP, funding instruments for accelerat
and SME associations need to be in place which creates the situation \
the reporting obligations towards the Commission are handled by
accelerators, associations etc., who in turn distribtte funds to the start
ups and SMEs who by themselves are unable to cope with
administrative burdens of these financial instruments or even just bt
present in the working formats. At least 30% of the funds should
committed to such instruments.

c. Lack of innovation and marke2 NA SY 4 SR _YI v I ASYSy G aiAtfta A

Market processes need to be managed from the generation of innovative ideas to the generation of profits with new
products/services. Moreover, an increasingly complex innovation systemxofby 3 W2 LJISY Ayy 2 @
with closed ones requires more sophisticated management skills.

Envisaged actions (with links to KPIs)

1 Help SMEs (as suppliers and users of cybersecurity solutions) to find
expert resourcegregistry of cybemcurity experts); e.g. accreditation by
9bL{! 2N) 08 | y2GKSNJ 2NBIyAal GA2
cybersecurity needs.

1 Measures for improvement of professional conditions to mitigate
outflow of qualified expertsiwho leaveEuropeto look for better research
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opportunities.

1 Set up a European accelerator for cybersecurity stastto support
development of excellence and reduce risks of failure in the first yea
operation. An accelerator for European cybersecurity stqd could
provide mentoring, entrepreneurial support, innovation management ¢
funding capabilities with the support of academic centers, universi
governments, private sector and European Commission, to fc
technology development for the European market and doare these
results among the companies in Europe.

1 Information flow and exchange of ideas are needed to create impa
innovations. cPPP needs to support mobility of cybersecurity exp
between SMEs, larger companies, research organisations and sitizer
This will help in growing and diversifying the competence resource poo

d. Weaknesses in networking and cooperation with clusters, research communities and
external partners

Successful innovation is highly dependent on the identification, cubinadind maintenance of good linkages
between the different components of the global val@K | Ay > YR | & W2LISy Ayy20F GA
SME business strategies.

Envisaged actions (with links to KPIs)

i Use sectoral SME clusters and Networksnofolzation intermediaries a:
mechanism at local level and beyond (Regionidationa) to develop the
market, support cybersecurity SMEs and as multiplier Eafropean
initiatives.

1 Foster the dialog among local and regiongbersecuritysupplier hubs as
an effective way to organise transnational networking events,
conjunction with government bodies or other interested parties (insurt
academia) to the benefit of both bugnd seHside.

9 Establish a representative group of cybersecurity SMEs or a esjisdive
body to serve as a communication channel to SMHESuIopeto suggest
solutions for SMEs and small market players.

91 Develop regional / local Security Operations Centers (SOCs) to
cybersecurity SMEs and clusters (public or privately ownegeniding on
the business model, also with support of regional funds).

1 Budgetary strong support to SMEs inaueration initiatives with researcl
organisations. The goal is technical innovation and rapid technc
transfer from research to business.

8.3 Sandardisation, regulationand certification

8.3.1 Standardisation

As a common enabler focybersecurityactivities the standardisation process should evolve into a coherent,
proactive, transparent, inclusive (open to all stakeholders) process.

As an example, the gar future of Smart Infrastructures may need processes and resources more adaptive,
decentralized, transparently collaborative and efficiently controlled. The more pervasive usage of ICT to comply wit
such requisites the more interoperable and hyymennected it must be.
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Due to the dynamic nature of cybersecurity and its threats, new products and services may need to be deploye
continuously at the same time they should -ewist with other legacy systems still under depreciation, so
interoperability is a major challenge. An equal level playing field for security and privacy in the EU a8d/igs1®ber
Satesand the other countries participating in the cPBRey for creating trust in th€ybersecuritynarket.

The exponential explosion and availabilitynefv ICT solution based on products and services as well as the diversity
of components, applications and services, created, integrated and deployed from anywhere in the world, may nee
an extra effort of standardisation if we want any eunser to trust cossboundary interoperable and privacy
guaranteed communications as an example. First, better political and regulatory support is needed for-a cros:
border effective approach, and secondly, an industrial transparency of hardware and software components an
functionalities used may happen. It should guaranta® appropriate balance between harmesation through
standardisation and innovation for standards. Regulations shall give guidance to staatiandiy

1 Establishing minimum requirements for securitydaprivacy,
1 Ensuring high degree of interoperability and opennesisnovation.

Following this guidance and in order to prevent too divergent practical implementations, these standards coulc
develop respective profiles which offer practical implementatguidelines regarding specific technologies. Besides,
the European Standardisation body should receive the mandate to elaborate new security and privacy standarc
earliest possible, e.g. not waiting until the ICT rolling plan is validated by thegdtalkii holder platform (MSP).

Cybersecuritymust be considered as industtsansversal impacting many markets. As such, it needs to take into
consideration the different markets whereybersecurityis critical. Moreover, the introduction of smart and
connectedobjects is creating new and increasingly more security considerations on new markets. It is important tc
assess if the standashition and certification schemes in place are effective toward those new problematic. The
European standardation bodies shallbe commissioned to conduct a full assessment if and in which form
standardsationand ICT related standards shall be updated.

There is a business opportunity for the European Industry to be the blueprint in privacy and sbguligign to

end users witterypto standardisation, its interoperability and usability is still being a challenge currently hindering a
widespread adoption. Prstandards can drive a faster adoption of R&I results by the Industry. But at the same time
policy makers shall enable a moeffective policy creating an equal level playing field for security and privacy.
Instead of plugging holes and fighting hazards (hacks, leaks, spying) regulation shall define minimum requirements
guidance and give trust to end users and planningadety for industry.

Envisaged actions (with links to KPIs)

1 European Standarsition Body to conduct study if and in which for
standardsationand ICT related standards shall be updatétk should foster
the adoption of existing standards when theg#gtie needs(KPI 2)

1 All contributions and proposals shall recommend how the proposed solut
or innovations can be taken up from standaation and propose how
standardsationshall be updated(KPI 2

1 Leverage smartcartklated standards as well ather international standards
in which European companies are involved (e.g. Global Platform, Tr
Computing Group (TCG), FIDO ("Fast IDentity Online") AlligikBéQ

1 Request to have a permanent set at the Mi8kateHolder Platform (MSP)
(KPI 2)

1 Create liaison with the European Standagedion Organisation& international
ones (ISO, ITU, W3@KPI 2)

8.3.1.1 Regulation

Standards may play an important role in the elaboration of legislation and regulations dealing with technical matters
such is the casef cybersecurity In this an area theEuropeanlegislation has at least four main horizontal
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instruments in force or close to be adopted (NIS, GDPR, elDAS, CIP) that need to be transposed and implemente:
national level, and may require the adoption ofore detailed secondary legislation &uropeanlevel (i.e.
implementing or delegated acts). Additionally cybersecurity aspects are more and more frequently considered i
specific sectorial legislations, which may also need to rely on standards to defm@dal requirements.

A wellestablished tradition of cooperation between theuropeaninstitutions and the ESOs (in particular via
standardsation mandates) allows timely availability of the standards needed in legislation, and facilitates the
contribution of the technical expertise from NSOs to the legislative process. Furthermore, Member cBichtte

other countries participating in the cPPRay be easily involved in the standasalion process through its
representation in NSOs. For all these reas&ugopean Standards shall be taken as the default option for any
technical requirement to be included in legislation or in its implementation.

This is particularly important in case of mandatory features of technical characteristics that may be imposed a
6SaasSyidAalt NBIAdANBYSyiaégd F2N aLISOATFAO LINRRdzOGa&a 2NJ :
CE marking system, which guarantees compliance with the relevant European Standards, has proved to be
efficient mechanism for the definitioand supervision of those requirements while promoting the internal market in
many areas, including highly sensitive atéakt should be then the reference for the adoption of any mandatory
technical requirement and its conformity assessment in the acdaybersecurity.

Finally, technical specification also play an important role in public procurement processes, which on the other han
may be used as a driver for the adoption or promotion of specific facilities or technologies. Special attention shoul
be paid to the influence of the technical specifications for cybersecurity requirements in public procurement
processes, which should be based as much as possible in European Standards, while fully respecting the relev
Europeanregislation on public pragement (in particular Directive 2014/24/UE).

8.3.2 EuropeanCybersecurityquality/ trust label

There is a recognized need fatlEuropeanCertification forcybersecurityproductsand servicesand corresponding
Trust Labels. As suggested in topic 110 of the éBlution of March 12th 2014). A European trust label for
cybersecurityand secure ICTproducts, services, and mutual certification, respectiBgropean values and
empowering the national CERT (complementntational trust labels) shall be created to helidentify trusted
European products and servicaad be a seal of trustworthinesg could use existing labelling procedures such as
the CEMarKs 9 O0O2RS&aA3IYy 2NJ 9ySNHE [F6Std {dzLIIR2 NI 2F fA3IK
GCNI yOBSSO®NMISNa¢ Oly 6S NIAASR AY IRRAGAZ2Y Fa ySSRSR
The creation and operation of European Cybersecurity Labels plus a transparent certification mechanism shall follc
a defined set of criteri@ based on minimum requiremeni{shese should be selected in ordeot to unnecessarily
hinder product development)This would benefit label holders as a seal of guarantee of security as well as privacy ir
products or services, and can help corporates and consumers to identify secure providers. Labels shall be built
best practices and internationally recognised existing certificatibased on industry requirement$he benefit of

this European label resides in itSuropeanwide recognition and acceptance, thus helping to fight the
defragmentation of the European maek and creating competitive advantages with the creation of stronger market
positions for trustworthy companies. Besides, a label will define the basis for a European equal level playing field a
international products will have to follow the defined dityaand trust level to stay competitive.

Different levels for the label can be devised, corresponding to increasing levels of security and privacy in th
products and services (e.g. from G to A+++). Citizens, customers or companies of these produncis tshalbliged

in any way by law or regulation to buy higher labelled products. But with a defined level of basic security and privac
they will choose better quality over time as transparency as well as awareness help them to make better buyin
decisiors. Where labels have been used, compliance to the label requirements must be monitored and regularly

13 E.g. civil explosives, lifts or measurement instruments, and will be soon appligdatephnicarticles medicaldevices,gas
appliancesor personalprotective equipment among other area

1 European Regulation 765/2008, Dec 768/2008 provides for CE Marking a sign of conformity and forbid other markings/labe
that overlap with the CE Marking.
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checkedand made fully transparent to consumers and buying industiié& set of requirements, methodology and
process for the certification of trusted kdions, ought to be defined at th&uropeanlevel, coordinated by an
Europeandevel agency in agreement with national security agencies of Member Saaigshe other countries
participating in the cPP@ERT), while enforcement can be delegated to natiagencies in charge of cybersecurity
practices. The set of requirements will be a single one for the whole of Europe (baseline) but the implementation wi
be under the responsibility of the national CERT. The National CERT can decidedntsadi thelLabel award to
some nonprofit association.

Some critical infrastructures at the national level might require some specific local criteria. In this case, additione
local criteria will come on top of the baseline criteria. Compliance validation shadifaicted in the same manner

by any national agency, and shall be recogni&edopeanwide. The setting up and operation of this label
mechanism will imply costs, so resources must be allocated to put this mechanism in place. The requirements for t
basiclevel of label shall be defined &uropearevel. Higher levels shall be in the realm of sectoral stakeholders
(Automotive, Health, Energy, etc.) in accordance with their respective regulatory authorities.

Envisaged actions (with links to KPIs)

1 Setup of a realworld labelling pilot, e.g. for an electronic, connected dev
with several security (privacy) building blocks such hardware, softw
communication. This pilot will include pspecification of the building blocks
componentsg if not cetified already¢ user involvement in the specificatiot
e.g. ease of use, transparency and in the implementation phase. Accompe
research will make sure neutrality and that best practices can be ident{f&d.
2)

1 Multi-Stakeholder dialogues with indtry and society to define minimur
requirements for security and privacy to derive the label definitigiRl 2)

9 Strengthen cybersecurity and privacy by design through the establishmen
European security certificationEuropeantrust label (also folwing European
regulations / standards) for sensitive IT componer{tsPI 2)

1 SupportEuropean/ National procurement for sensitive applications and u
Europeancybersecurity trust labelled products for instance,Baropeanbids
and first of all for inEuropean infrastructure (space, transport, energ
communication etc.) and as a tool to support emerging tools and ser\iked
2)

8.3.2.1 New certification processes

The current European certification process for security products is a worldwide referenceiangéd in most of
the countries in world that want to have a resistant product against potentials attacks. It is even reference by the
major payment brands for their security certification.

The new European certification process shall be based onahgstérm experience andollow the provisions of
Regulation765/2008 and Decision 768/2008shHbuldbe extended to following the newcybersecurityeco-system.
Certainly, the proposed approaches not only are related to critical infrastructures, also ) connected
infrastructureand even applicable for SMEs and private consumers.

8.3.2.1.1 Evolution of the Mutual Recognition Agreement in the European Cybersecurity landscape

Common Criteria evaluation scheme and European SOGIS MRA shall be leveragedraledl eXtsector approach
¢SYSNHe:> | dzi 2 Y-Zliodlddse Mevetofdd ffuithérztogether with the active participation of private
stakeholders: the deployment of a security certification scheme supported by advanced Technical Communitie
(aTCs) cabe considered. SOGIS MRA members and private stakehelsigppliers and evaluation lalgswill work

jointly in advanced Technical Communities to run-pector security certification schemes.

An advanced Technical Community (aTC) should:

1 Reference Commo@riteria standard as the basis for security evaluations
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1 Reference Common Criteria Levalf Assurance (EAL) as minimum security levels, or determine and
standardize specific Assurance packages suiting the specific products, dojelapplications to hve a fair
competition approach

SOG IS MRA and CCRA certificgttesild be consideredwith their corresponding EAL levels

Write collaborative Protection Profiles, without-paiori restrictions on security levelsor evaluation
methods.

Above generic aT@overnance rules should be defined by the WG on Standardisation, CertificatioBuaopean
Label.

In addition to the sectoral approach, new efforts are needed to define security and privacy building blocks |
components to be certified. ICT devices relatedvarious or converging sectors, e.g. mobile payment could be
certified easier and faster if they comprise already certified building blocks / components. Alternatively, the
component certification can be used to prove a label for security and privaeyc(epter 4.3.2).

Within the cPPP, the WG on Standardisation, CertificationEamdpeanLabel should be mandated to define all the
points above.

Have clear definition of Evaluation Assurance Level

The EAL (existing or to be specifically definedjovides an increasing scale that balances the level of assurance
obtained with the cost and feasibility of acquiring that degree of assurance.

Establishment oEuropeancertified trademark is a key marketing / positioning issue. This could be supported by
ENISAas the general umbrella and using in the operational mode the nationally licensed laboratories and qualifiec
certification bodies following common agreed procedures agreed by the national cybersecurity Agencies (Nation:
CERT)which will be developed iall Europeancountries as requested by the NIS Directive) for test, validation and
certification ofEuropearcybersecurity solutions.

TheEuropearcertified trademark should be compliant with existing SOGIS MRA rules & with its extension proposet
inthech LJGSNJ KSNBE 0St26 aySég OSNIATFTAOFIGAZ2Y LINRPOSaasé
The platforms and the related marketing activities, developed with the suppoBuobpeanfunds (e.g. structural,

scientific infrastructure) should be used for static and dynamic code analysis, securityiamalideoof of concepts
and demonstrations.

A testbed will allow to test security solutions and this will be especially profitable to SMEs which do not always hav
the resources to pay the necessary hardware to test and validate concepts and innovattiansoMoreover, SMEs
have a lack of demonstration platforms because it requires space. It will be increase collaboratiorEwitipean
cybersecurity industryand interoperability of European solutions. In addition, it can also be a vitrine to showcase
European solutions and could thereby increase market visibility.

The mentioned independent platforms could also provide assessmembreEuropeancomponents / equipment /
services / software that cannot be mastered (developed or produced) in Europeltifiever reason) but that are
used in critical European / national systems (validation of all links of the security chain). This assessme
infrastructure should guarantee that the components used in our systems are secure (secure certification / qualit
label and respective dturopearvalues).

Envisaged actions (with links to KPIs)

1 Creation of a European validation and certification infrastructure
providing assessment arybersecurityand secure ICproducts.(KPI 2

1 Definition of the generic aTgbvernance rules, and applicable standards
the certification methodology (ISO CChis task should be handled in tt
WG on Standardisation, Certification aBdropearLabel (KPI 2)

1 Accreditation of any new aTC creation should be put in place wiltcBPF
at the WG on Standardisation, Certification dropearn_abel(KPI 2)
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8.4 Societal aspects

As pointed out in the NIS Platform WG3 SRA, the development and implementation of raising awareness campaic
on cybersecurityfor society at large, includingompanies (large and especially SMES) and citizerd, risajor
importance, as ICT and its applications are changing so rapidly, alongside with their subsequent risks. While it
currently unclear who is best placed to take responsibility for these @aesvand would have the resources needed,
national initiatives exist. For instance, in Portugal, public and private organisations have joined forces in the recent
announced prevention seminars targeted to businesses and resident¢hile this focus isfen focused more on

the concept of safer communities as a whole, the joint model is highly relevant toytbersecuritydomain as a
whole.

Therefore, cPPP members could spearhead, along with the support of ENISA and relevant Membean&tttes
other auntries participating in the cPREetors, and H2020 projects expertise, and undertake a new paradigm shift
towards raising awareness campaigns in relationcydersecurityto a wider variety of public and private
stakeholders.

The cPPP could act as aadgs$t in this awareness raising activity as they could be responsible for centrally collecting
information that could be used from various sources, from projects, Member Statlesr countries participating in

the cPPP, tranEuropean bodie$ENISA) anchey would be well placed to assist in the planning and implementing
of raising awareness activities, if given proper resources.

The benefit of having the cPPP carrying out a central role in this activity would be their close proximity ant
awareness to thestakeholders that would gain maximum benefit, if given the right information within a reasonable
time frame to attain maximum benefit.

Envisaged actions (with links to KPIs)

1 Encourage MembeSBtates and the European Institutions to organise tra
Europan awareness campaigns around cybersecurity particu
dedicated to SMEs and citizens. ENISA could play a role in
communication actions. This could take the form of regular (at I
guarterly) information provision of tangible examples about h
cybersecurity solutions contribute to the day to day live of Europ:
citizens and the economic sector by using various communication cha
like social media, web, video, etKRI14)

91 Develop, possibly with the support of ENISA and in coordinationpuittic
and private companies, material for market awareness and board r
GSRdzOF GA2Y & o0SGOUSNI adzAGSR F2NJ
also supporting Member Statesd the other countries participating in th
cPPPwith less developed capdties in cybersecurity through Europe:
training and awareness programmes. This could take the form of aware
and information actions for promoting the PPP activities to a broad re
of stakeholders: events withutbpean and Nationalnstitutions, tageted
Newsletters, targeted use of social media, etc. At least quarterly ewvt
provision of information via media outlets, email and/or other social me
postings (without being too intrusive) to raise continuously awarenes
cybersecurity starting rébm 2017. This should include adequat
dissemination of cyberthreat and vulnerability information (as a m:
awareness building element) along target group oriented channels rar
from CERT newsgroups and trust circle exchange groups for corpc
down to simple, easyo-understand and appealing social media or mok
app distribution of information to consumer&PI1 14)

1515 http://lwww.theportugalnews.com/news/newinitiativesaimedat-tacklingcybercrimeannouncedat-cascais
seminar/37356
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1 Provide and regularly update a review of European cybersec
companies and their services to ensure that European companies Ima
overview over interesting statips all over Europe: visibility tBuropean
companies and their products, in particular for SMEs but also for le
companies. This could be carried out in a more strategic way, with
holding of an annual cPPP confecenwhich can be used to highlight the
issues and solutions being offered and researched. (KPI 14)

1 Use urbanO2 Y Y dzy hitiaivBsi t@ involve citizens ircybersecurity
exercises, with a focus on linking cylexposure and risks levels @A G A
actions. This element is key in increasing the understanding of citizel
their own role in increasingybersecurity (KPI 14)

9 Key Performance Indicators KPIs

The European Cybersecurity cPPP has three main strategic objectives:
1 The protection from cyber tteats of the growth of the European Digital Single Market

9 The creation of a strong Europebased offering and an equal level playing field to meet the needs of the
emerging digital market with trustworthy and privacy aware solutions

9 The growth and the pigence of European cybersecurity industry in the global market.
To reach these objectives, the Cybersecurity cPPP should leverage complementary work:

1 The coordination of R&l in the frame of H2020 characterized by a -sem$sral, technologyeutral,
interoperable, and holistic approach

1 The development of industrial policy activities to support the growth of the cybersecurity and ICT industry in
Europe and broadly deploy innovative solutions and services for the most economically important anc
growing end mekets as well as for security sensitive applications

To achieve maximum leverage for impact all proposed cPPP activities will:
9 be designed and deployed to be technolewgutral, interoperable and transparent;

1 combine security and privacy improvemermtsiot only partially but with positive, measurable impact for the
system solution all along the value chain;

9 elaborate and indicate a reasonable level of security and give a workable guideline for supportive polic
activities such as certification and labelling

9 provide evidence how the approach enhances trust and acceptance by citizens, consumers and businesses.

To better follow these objectives and the activities of these work streams, we introduce hereafter Key Performanc
Indicators (KPIs).

They are defind for all stakeholders engaged in the cPPP from industry, SMESs, associations, research organisatic
to Member States, other countries participating in the cPPP and the European Commission. The KPIs are used to ¢
guidance to any planned contribution @roposal and they can be used as evaluation criteria to select the best
initiatives spurring Europe to become leader in creating and using secure and privacy respecting solutions.

Starting from the approach of the NBSWG3, the SRIA has defined a numbktegchnical and no#technical
priorities in a bottom up approach considering the inputs of experts from different seeodsusing existing
material produced from several communities (including the NIS WG3 SRIA as planned). These priorities will
regulaly reviewed by the cPPP members to better adapt to the evolution of needs.
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Moving to the cPPP industry driven context, these priorities have been analysed in a top down view, in order t
provide a consistent and sustainable strategy for the protectiothefDSM and the increase of European digital
autonomy to secure sensitive applications.

The proposed KPIs structure therefore reflects the way in which an industry driven cPPP will be implemented.

KPIs are not always suggesting quantitative objectives,ldoking for identification of the evolution of certain
LI N} YSGSNE O0GKS AGaAYRAOIG2NAEéEUV 6KAOK O2dz R akKz2g>x &S|
security ecosystem.

The KPIs are divided into 3 main categories:

9 Industrial Competitieness;
1 SocieEconomic Security;
1 Implementation and operational aspects of the cPPP.

CertainKPlIs are directly related to funding and activities foreseen in the cBR®, as such, they can be more easily
measured. Yet, they have a real impact on the m&R objectives only when H2020 funded projects are showing
results. Thus, it could take a few years before planes actions will start to generate significant value and some of tt
objectives mentioned for the following KPIs could be reached only at thefthe initial cPPP period (i.e. 2020).

OtherKPIs in the first years of the cPP&ge closer to present market values and will only progressively be affected
by the industrial policy actions envisaged in the cPPP approdttese KPIs have an indirect imqt to the cPPBut

are important to provide the status and evolution of the market, to better track progress in the implementation of
the cPPP and the uptake of the innovations created through the R&I work stream.

The KPIs here presented are considerimgmain topics that will allow tracking the objectives of the cPPP.

Industrial Competitiveness
KPlI 1 MARKET DEVELOPMENT

Description: Evolution of cybersecurity revenues in the European and global market, including positioning and
market share of the Eunpean industry

KPI 2FROM INNOVATIOND MARKET: STANDARDS, TESTING, CERTIFICATION AND TRUST LABELS

Description: Contribution to standards, use of testing, validation, certification infrastructures as well as European
trust labelling procedures, best praaiés and pilots for innovative elements of the supply chain

KPI 3: USERS AND APPLICATIONS

Description: Increased use of cybersecurity solutions in the different markets / applicatiomapliementing
Europewide strategic projects for specific deployments oxisting or neasto-market technologies that
demonstrate the potential impact of cybersecurity products across sectors.

KPI 4: PRODUCTS and SERVICES SUPPLY CHAIN
Description:development of the European cybersecurity industry and of the European cybensigccapacities.
KPI 5: SMEs

Description: support the creation and development of statips having products and services that effectively
reach the market.

SocigEconomic Security
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KPI 6: EMPLOYMENT
Description:Develop employment in cybersecurity sea®(supply and users / operators)
KPI 7: ECOSYSTEM: EDUCATION, TRAINING, EXERCISES

Description: Development of cybersecurity education and training for citizens and professionals to enhance the
awareness of threats and needed skills for safe use of ITgool

KPI 8: PRIVACY & SECURITY BY DESIGN

Description: Development and implementation of European approaches for cybersecurity, trust and privacy by
design.

KPI 9: DATA AND INFORMATION EXCHANGE & RISK MANAGEMENT

Description: Facilitate process for informatin sharing between national administrations, CERTs and Uders
increase monitoring and advising on threats; better understanding risk management and metrics.

KPI 10: IMPLEMENTATION OF LEGISLATIONS

Description:Implementation of the NIS Directive and marketiving Regulations / Guidelines

Implementation and operational aspects of the cPPP

KPI 11INVESTMENTS / LEVERAGE

Description: Investments (R&I, capability, competence and capacity building) in the cybersecurity sector defined
by the ECS cPPP objectivasl strategy.

KPI 12: cPPP IMPLEMENTATION MONITORING
Description:Efficiency, openness and transparency of the cybersecurity cPPP implementation process.
KPI 13: COORDINATION WITH EUROPEAN and THIRD COUNTRIES

Description: Coordination of the cPPP impteentation with EU Member States, Regiongther countries
participating in the cPPP and Third Countries.

KPI1 14: DISSEMINATION & AWARENESS

Description: Dissemination and Awareness rising making the cybersecurity cPPP action and results visible in
Europe aml globally, to a broad range of public and private stakeholders.
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11 Annexes

11.1 Detailed technicaltopics with timeline

11.1.1 Assurance and security and privacy by design

11.1.1.1 Scope

¢KS aqljdzSail T phersechrdydzMHNoy-8iéhding lsstie with many facets and related aspects. It is
commonly agreed that, in order to be effective security, privacy and trust considerations should be involved fron
the very beginning in the design of systems and processes (i.e. security/firwsicigy design). This entails a whole
series of activities, including social and human aspects in the engineering process until the certification that th
developed systems and processes address the planned security/privacy/trust properties.

In additionto the aim of building a secure system, we often need to prove (through evidence) that the system is
secure. This is also necessary when considering systems of systems, whose security could depend on the securit
subcomponents. The engineering processf the systems should thus take into account those
security/privacy/trust/compliance requirements and should consider, in addition, notions of cost and risk in the
development process and well as in the system lifetime.

This process of enabling assuran@achniques and processes can be addressed by regulators. Indeed, the
introduction of regulatory actions could ease the adoption of assurance techniques (having a benefit on the overa
security level of the infrastructures, systems and products). It leas Imoticed that cost and risk are two relevant
factors in building and operating securignsitive systems. The cost of developing security countermeasure should
be related to be assets to be protected (and often in the digital world these are lesblgngi strong component of

any risk management is the capability to predict the current strength of the system. Thus security and correspondir
risk metrics are crucial (as other quantitative aspects of security).

For the sake of design and security exion complexity, the assurance techniques and processes as well as the
technological countermeasures are often focused on critical areas of the system, which are therefore partitionec
from less critical functions.

Starting from these considerations, résal risk could be managed with other approaches rather than just security
countermeasures.

11.1.1.2 Research challenges

We suggest to structure along the dimensions of security / privacy by design, security / privacy validation, an
processes.

1 Security / Privag by Design. @ & aSOdzNA (& «k LINAGIO& o6& RSaAdyéE o
tools that aim at enforcing security and privacy properties on software and system level and providing
guarantees for the validity of these properties. Since the neglisecurity and privacy properties depend on
the system context and the application domain, understanding these requirements and being able to
precisely define them is a prerequisite. Hensegurity requirements engineerings part of this discipline.

In order to come up with practical, feasible techniques, emphasis should be on close integration with
existing software requirements engineering approaches (like, for instance, those based on UML, but with
stronger focus on automation and modularisaticar)d the inclusion of risk considerations. The identified
requirements need to be formally traceable to security features and policies throughout all phases of the
secure development lifecycle, considering the complete system view (which might includeptissis

about the context that need to be enforced upon deployment). Researchsetare engineering principles
supports this approach.

1 Secure (programming) languages and framewomstablish some requirements by default via enforcing
secure architectureand coding. While there is an existing body of research in the field, there are typically
good reasons why developers prefer potentially insecure approaches: performance, interoperability, ease o
use, etc. The challenge is to provide secure developmadtexecution environments that are up to the
traditional environments with respect to these qualities, and still allow the flexibility and expressiveness
developers are used to (e.g., including higher order language constructs).
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1 Security validation Secuty validation comprises all activities that aim at demonstrating the security
qualities of (specified, implemented or deployed) software and systems. Hence, it includes formal
verification, static code analysis, dynamic code analysis, testing, securttypneumonitoring, and more.
Since all of these methods have particular strengths and weaknesses, emphasis should not only be on the
individual advancement (which includes increase of automation, coverage analysis, modularisation
soundness, efficiency),ub also on the understanding of their complementarity. For instance, promising
results have been achieved by combining static and dynamic code analysis, and further combination an
interaction of different techniques is seen as a valuable approach towarasaging complexity and
increasing the quality of results.

1 Metrics are key to understand the security status of a system under development or in operation. Hundreds
of metrics have been proposed, but they still lack a mapping to the actual risks that telat particular
measurement. Hence, metrics should be derived from risk models and assessments, taking technical ar
business context into account and adapting to system and context evolution. This contributes to the
guantification of security and privag risks as an ingredient of balancing the cost of security measures and
their potential risk reduction.

 Open Source Security. aA3IYAFAOIY(H &KIFINB 2F G2RIFIé&Qa aSOdzNA
software applications are no more moitbic but composed of hundreds, sometimes thousands of epen
a2dz2NDS O2YLRYySyGas ¢ K Sdydedsidischringdted frorg tridtJaf yhé gpplication &ndl F .
beyond the control of the application developer. A prerequisite for effective and effigiesponse
LINEOS&daSa AaxX 2y (GKS 2yS KFEyRX O2YLX SGS (NI yalLd
track & trace every single application dependency) and, on the other hand, accurate and comprehensivi
vulnerability intelligence, e.g., withegard to affected component functionality, code and versions. Based
thereon, application developers must assess the impact of a givensmance vulnerability in the context of
a specific application, and contrast it with alternative mitigations anateel costs.

1 Methods for development of functional correct and error free security protocols and interfacgecurity
protocols and interfaces appear everywhere in secure system designs and their functional correctness an
security properties are key to grantee the overall security of a systeriio enableefficient development
and verification of security protocols and interface®ols and mechanism for reliable and systematic
protocol verification is neededAcademic efforts in this area include e.g.nfiad methods for protocol
analysis based on model checking, epistemic $ogitd other formalisms. However, existing tools and
mechanisms are limited and would need to be extended and made more efficient to be didadte the
complex real life protocolsused in current security solutionsvhere security features are deeply
intertwined with low level details of the system functionalitifurther, there is a gap between languages and
descriptions used by typical security engineers and those used by exisg This gap needs to be closed
to bring the benefits of the academic work into industrial use.

1 Combination of functional safety and securitifhere is a great interest on developing engineering methods
that can tackle and the same moment functional arah-functionalaspects. Security and safety are crucial,
for instance in the interplay of real time aspects (e.g. delays introduced by crypto operaSafsly critical
systems and applications increase the demands for dependability of systems andrantgdhis extends
to Functional Safety (a.0. 1SO26262 certification), Security and QoS. Fault detection and handling techniqu
for functional safety purposes can be applied to security andwecea; same for error propagation analysis,
failure notifiation, safe state handling etc. etc. In other cases these techniques interfere with each other. To
understand the synergy and mutual reinforcement opportunities is key to offer cost effective secure and
safe solutionsAdditionally, degraded modes due tafsty or security issues, should be taken into account
with the aim of the role of cybersecurity on avoiding them and dealing with them.

1 Methods for developing resilient systems out of potentially insecure componeriiilding on research
performed in the context of composing (secure) service oriented systems and system assurance anc
verification, models for specifying security and trust attributes of hart software components, that can
be formally validated and verified, provide a baseline for systewelbpment methodologies which must
guarantee a minimum (defined) level of resiliency for complex (cphgsical) systems.

1 Cybersecurityarchitecture for application, network and subsystem levelé. cybersecurityand privacy
architecture is the result ofunified and cohesive design principles, which are used to describe and model
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how security services and countermeasures are adopted, provided and implemented considering the overa
system infrastructure and design, as well as running applications andgsexefcybersecurityand privacy
architecture should bestructured as a modular composition of interconnected, possibly depending and
cooperating, security and privacy componenésd should specify how security components are structured,
arranged, intercanected and managed to maintain system quality attributisfil security and privacy
requirements, and limit the impact on performance and service availability. It should result in an architecture
which efficiently and effectively addresses vulneraleiitiand cyber threats, counteracts the effects of
cyberattacks, and maintains system security throughout a system's life cycle, from its design, deploymen
operation and maintenance, to its final decommissioning. A stronger level of security should hel dppl
critical areas partitioned within the system: depending on the context, hardwased roots of trust
(technology similar to the one used in smartcards or in eSE/HSM/TPM) should be used to ensure th
expected security. Such hardwabbased roots ofrust can conveniently be evaluated and certified and these
steps should in particular be done by European companies or entities. The work in this areadsiveldq
methods, design principles, design patterns, mechanisms and technologies to enhance turren
frameworks and mechanize the design process to yield repeatable designs of trusted architectures

11.1.1.3 Expected outcome

)l
)|l
)|l
|l
)|l

|l

Integrated assurance frameworks with risk and cost notions, able to merge security and safety aspects
End2-end adaptive security engieeing frameworks

Consideration of individual operating context and related risk exposure (and their evolution)

Security partitioning guidelines including the concepts of hardviesed roots of trust

Support of diverse deployment models (cloud, mokplatform, platform services)

Userfriendliness, i.e. easy to comprehend and evaluate evidence

11.1.1.4 Time line

Topic / Timeframe Short (23) Medium (3-5) Long (58)

Security / Privacy by Design

Security Requirements
Engineering

Secure Engineering Principle:

Schemes for focused problei Generic theories
areas frameworks

Requirements  specificatiol
and elicitation languages fc Tool support
security, privacy and trust

Fully integrated security
requirements engineering

Theoretical foundations ant

Security Guidelines, focuse Comprehensive methodolog supporting  methods  anc

tool suppat and tools, Security IDE tools
Secure Languages and Secure Programmin Integrated securg
development and operatior
Frameworks languages, type systems
frameworks
Security Vabation Static and dynamic analysis Integrated analysis RETEr) ane_lly5|s DR @
formal semantic models
Metrics Security Process KPls Security Quality KPIs
Software  supply  chain .
. .. impact  asessment  and
Open Source Security transparency, vulnerability .7 .
. . mitigation
intelligence
Combination of functional Secure and safe architectur:

safety and security

Analysis of options and trade framework
offs focus on optimizing

overall cost and avoidver-
dimensioning at componen

level

Analysis of how Function:
Safety measures positive ar
adversely affect Security an
QoS requirements
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Topic / Timeframe Short (23) Medium (3-5) Long (58)

Methods for developing Assurance and  verificatio Generic systertevelopment

resilient systems out of methodology
. ) model  for  component . , Tool support
potentially insecure . guaranteeing definec
attributes .
components resiliency levels
. . Se_cur!ty pa'rtltlonln'g Hardwarebased roots of trust

Cybersecurityand privacy guidelines  featuring ir . . o .

: : integration within enddevice
architecture particular  hardwarebased

connected tothe cloud
roots of trust

11.1.2 Identity , Accessand Trust Management

11.1.2.1 Identity and Access Management

11.1.2.1.1 Scope

Identity and access management (IAM) has gained in importance with every new personalized service on tt
Internet. While Identity management and access managementadten mentioned together there are subtle
differences as e.g., the development for access control solutions st8everal access control solutions have been
LINELI2ASR 20SNJ 0KS @SIFNBRX AyOfdzRAY3 @I NR I lebadsebzaccesy
control models. In the last years, particular attention has been given to solutions departing from user authenticatior
and supportingcredentiatbasedand attribute-basedauthorisation. Credentials represent statements certified by
given enities (e.qg., certification authorities), which can be used to establish properties of their holder. Credential
based and attributebased access control solutions make the access decision of whether or not a party may access
resource or service dependewn properties that the party may have and can prove by presenting one or more
certificates, and/or on properties associated with the resource/service. The basic idea behind these solutions is th:
not all access control decisions are identigsed. For istance, information about a user's current role (e.g., doctor)

or a user's date of birth may be more important for deciding whether an access request should be granted than th
user's name as given on an ID card.

Several areas withitAM have developed anthn be taken as basis for further research and innovation.

1 Identity Governance and Administration (IGASolutions provide a set of processes to manage identity and
access information across systems. This can include (1) creation, maintenance and @efetionlza S N a
identities (2) governance of access requestacluding approval, certification, risk scoring and segregation
of duties enforcement. IGA solutions support provisioning of accounts among heterogeneous systems
access requests (eithef ldministered or via user selérvice), and access to critical systems. Other typical
IGA capabilities include role management, role and entitlements mining, and identity analytics and
reporting. An IGA solution is typically tightly integrated with omenore user authentication (UA) solutions
in the target deployment scenario.

1 User Authentication (UAJJA vendors deliver software/hardware that makes rale decisions for users
using an arbitrary enghoint device to access one or multiple applicatiosgstems or services across
multiple possible use cases. Vendors also deliver efiglt software or hardware allowing engsers to
make realtime authentication decisions. While password methods are still most widely used, other
authentication methods preiding higher trust levels have also been developed and adopted by the market.
Broad methods include (1) passweddr & SR | LILINR F OKS&as> owu0 a2dzi 2F ol
push and email factors among others, (3) hardware and software tokéhgidmetrics, and (5) emerging
contextual authentication approaches among others. Like many other segments, mobile and loT trends i
particular are creating new UA challenges and market opportunities, as well as providing new authenticatior
delivery optims.

1 Identity as a Service (IDaafipaaShas emerged as a crosstting market sub segment within 1AM that
supports delivery of cloutlased services in a muteénant or dedicated/hosted delivery model that supports
IGA brokering, as well as access andfinteA 3Sy OS Fdzy OtdAz2ya G2 dGFNBSG &
and in the cloud. IDaaS originally focused on s@pplication use cases, supporting SMEs with most of their
key applications in the cloud and with a preference for buying rather than buildMgnfrastructure. IDaaS
providers typically create oneff connections to SaaS providers to support authentication, sisigie on
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(SSO) and account management, with SaaS providers typically enabling API support. They then reuse th
APIs for multipleclients, relieving SaaS clients of the need to build their own client connections, and by
extension offer increased IAM automation.

1 elDASimplementation: While the elDAS regulation is giving an advanced framework for the trustworthy
Europeaninteroperabilty of user authentication there are still many implementation challenges. While
some areas are already being standardized trust levels need to be synchronized and the respective ri
assessments need to be made. This includes the-temg stability of digtal signatures, credentials and
other crypto based mechanism and the applicability towards the respective applications, e.g. in e
government. Existing national applications like e.g. the Estonian applicatiors\oting, ecabinet, e
residency could bassessed for the applicabyliand trustworthiness in othezountries

1 Industry standardisation for multifactor authentication: Industry groups such as tHelDO Alliancé are
developing technical specifications towards an open, scalable, and interopesablef mechanisms to
reduce the reliance on passwords to authenticate users. They are also operating industry programs to foste
the successful worldwide adoption of their specifications and manage a consortium standardisation proces
to prepare technicabpecification and upon maturity submit them to recognized standards development
organsatiors.

Despite being a webstablished market in its own right the IAM marketplace is still a dynamic and growing one:
notions of extended enterprises and more advedcB2B interactions based on Internet services become more
commonplace, driven by e.g. cloud services, new hosting models and diversifying partners and relationship
Developments as the Internet of things trigger diversity of form factors and capabditiaathentication tokens.
Hence, legacy IAM approaches are no longer sufficient. Core challenges exist arourdborassauthentication,
authorisation in new distributed contexts and the need to avoid monopoly situations and single points of failure,
when users are authenticated and their authorisations are being che¢kednd users being able to build trust into

the digital society they need to be able to understand the level of security they get by each provider and to contro
the degree of identifiation they support.

11.1.2.1.2 Research challenges

The complexity of identity and access management infrastructures is often underestimated. Therefore currently onl
very primitive solutions scale easily, but they ignore relevant stakeholder requirements andyseounderns, e.g.

by transferring too much information for authentication, which can later be misused for e.g. identity. fraud
Therefore the complexity of the advanced solutions needs to be overcome

1 Usability of authentication: Overcoming thedangers causd by the sloppy use and management of
passwords will only succeed, if the alternatives are usable and reasonably embedded into applications
Strong authentications systems based on multiple factors can be implemented technically; however, the
more authentcation steps are needed, the harder it is for users to comply with them and to accept and not
circumvent the systems. Therefore more specific research is needed for increasing the usability aspects
authentication scheme3ike choosing the appropriate degree of authentication (which factors in which
situation?), embedding authentication schemes into applications, and secure use ofoesmyse but
sensitive information (such as biometric or location information).

1 Flexibiity of authentication and authorisation:To support the appropriate degree of identification during
authentication and authorisation the respective identity service providers need to offer enough choices, so
that users and relying parties can agree on atually acceptable way of authentication. This means e.g.
upgrading towards privaesespecting technologies for authentication. Scenarios with e.g. differing
requirements are consumer cloud storage services on the one side and tax declarations on theideher
Protocols that allow the authentication and authemtionof users based on attributes (e.g., attribtvased
credentials) need to be fully developed and combined with electronic identities to provide a flexible
framework.

1 Partial identities: Researh is needed to build technologies that allow users to separate their identities for
different aspects of life. While the basic concepts have been understood and are partly standardized in e.
L{hkL9/ wHntcn &! FNIFYSE2N] T2 dlbelLiRpkeyiented &t bownltyel 3 S

16 https://fidoalliance.org/
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application and physical levels enabling users to keep their partial identities partial and unconnected. Thy
respective innovations through anonymisation, pseudonymisation, tokenisation or use of purely ephemeral
data need to ke progressed including guidance on their degree of protection, so that they can be integrated
with standard consumer devices such as smartphones. Furthermore, research is needed on authentication |
services that do not require a persistent identity.

Certificate and signature sustainabilityldentity certificates and other digital signatures need to survive the
test of time, i.e. theirintegrity needs to sustain the whole period of commercial relevance and/or legal
validity. Currently there are neithdturqpeanwide standard criteria nor eadp-use technical solutions in
place. The solutions that national archives are developing are only used for a very small part of all the digit:
documents. Solutions for mainstream everyday use still need to be devekpedrialled. The approaches

of member state committees advising on the sustainability of cryptographic operations (e.g. hash functions
and key lengths need to be synchronised.

Scalability of authenticationScalabilitthas several facets. It refers the number of transactions that need

to be supported as well as to and to the abilities of the respective devices. It also needs to cover the
management of sensitive authentication data. To be able to support the number of transactions expected ¢
thorough decentralisation strategy is needed. Research needs to establish ways to offer equivalent degree
of authorisation via different and separate paths avoiding single points of failure. The abilities of devices
need to be considered especially in the contekthe Internet of Things, where often very primitive devices
are sensing and processing very sensitive data, e.g. biometric data on user behaviour or body functions.

Interoperability of authentication: As interoperability via intermediaries is creating orapverheads and
security risks more direct approaches to interoperability need to be researched and trialled, e.g. by
establishing flexible interfaces on the side of identity service providers, so that the relevant information can
be accessed by those wineed it, be it users, who want to qualify towards relying parties or relying parties
themselves.

11.1.2.1.3Expected outcome

|l

1
11.1.2.2 Time line
Topic / Timeframe Short (13) Medium (3-5) Long (58)

Best practices in authentication are supported by usable technologies embedded seamlessly intc
FLILX AOF GA2yad | aSNEfRSYOG oW 8 &R LI A &its ArSilRi mERaS TSRS 2 y
Users and relying parties are provided with the authentication choices thy need to agree on a mutually

acceptable way of authentication avoiding ovdentification delivering the degree of assuraramad liability
appropriate for the respective service.

Citizens can enjoy the privileges of services needing strong authentication for exactly those of thei
attributed that need to be assured.

Certificates and signatures sustain for at least a long asdh@sponding documents and trust relations are
commercially relevant and/or legally valid.

Authentication operates in a distributed fashion without single points of failure on critical paths and
considering small scale devices as uses in the Internehiofys.

Authentication operates in an interoperable fashion without overheads and additional security risks

Proposed extensions t¢ New standard architectures, Userfriendly client apps

existing standards with tools and processes match the usabilityof
regardsto usability and available. physical wallets for 95% of
Usability of seamless embedding : : application cases.
authentication into applications. Userfriendly client apps
match the usability of
physical wallets for 50% of
application cases.
Flexibility of In typical For all authentication and In all authentication and
authentication and authentication and authorisation scenarios ther¢ authorisation scenarios,
authorisation authorisation is more than one choice for i where legally allowed, users
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Partial identities

Certificate and
signature
sustainability:

Scalability of
authentication

Interoperability of
authentication

11.1.2.3 Trust Management

11.1.2.3.1 Scope

Indeed individuals need to be empowered to develop trugb idigital services and/or apps for them to make
informed decision. This calls for methodologies and tools to not only focus on Security and Privacy by design but al
Trustworthiness by design. This calls also for proper lifecycles to be covered frofopeset to management
(monitoring) going through important steps such as certification, distribution and deployment. This part has beer

scenarios, e.g. access
to Internet or cloud
services, users and
relying parties have
more than one choice
for a way of
authentication.

Efficient protocols for
unconstrained devices

Solutions for
mainstream everyday
use have are tested for
sustainability based on
basicEuropearwide
criteria.

In typical
authentication and
authorisation
scenarios, e.g. access
to Internet or cloud
services there is an
option to avoid single
points of failure.

At least 3 different Id
compatible
authentication
solutions are available.

For typical
authentication and
authorisation
scenarios, e.g. access
to Internet or cloud
servicesldentity
service providers offer
flexible interfaces so
that the relevant
information canbe
requested for
certification.

also highlighted in other focus areas.

When it comes to Aol 2 focusing on Digital Interconnected society, Trust managba® also been advocated in
many places since seen as key to fully embrace the Digital Society. As such researches on models for fostering T
at the collective layer have been called for together with trust assurance, trust accountability and trtr&tsme
Among others what is expected here by Aol 2 is to enable Trusted (Cloud) Services to be developed in any la
(laaS, PaaS, SaaS) in order to reduce the consequences of the vulnerabilities at each layer; Trust models for

way of authentication.

In typical authentication and
authorisation scenarios user
and relying parties can
choose the attributes they
would like tobe used for
authentication and
authorisationwithin limits of
e.g. consumer protection.

Interoperable protocols for
constrained devices (e.qg.,
smart cards and loT devices

Europearwide assessment
of mainstream cryptographic
mechanisms for typical
authentication scenarios. At
least two different solutions
are assessed to sustain for ¢
least 15 years.

In typical authentication and
authorisation scenarios
including 10T scenarios
avoiding single points of
failure does not create extra
effort compared to the
standard solution.

Scalable privacpreservirg
authentication solutions are
in the market.

In typical autlentication and
authorisation scenarios
including loT scenarios
identity service providers
offer flexible interfaces so
that the relevant information
can be requested for
certification.

Interoperable privacy
preserving authentication
solutions are in the m&et.
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and relying parties can
choose the attributes they
would like to be used for
authentication and
authorisationwithin limits of
e.g. consumer protectian

Efficient protocols for
constrained @vices (e.g.,
smart cards and loT devices

Europearwide assessment
of mainstream cryptographic
mechanisms for 95% of
authentication scenarios. At
least four different solutias
are assessed to sustain for :
least 15 years.

In typical authentication and
authorisation scenarios
including 10T scenarios
avoiding single points of
failure and using privacy
preserving authentication is
affordable as standard
solution.

In typical authentication and
authorisation scenarios
including 10T scenarios
interoperable and privacy
preserving authentication is
affordable as standard
solution.



digital civilsatiors (NHza & | NBF & F2NJ GKS GO80SN) g2NI REOT { SOdzNX
privacy and trust, compliance in the very early phases of system and services design to increase trustworthiness
systems.

Looking at Aol3 concentrating on trustwioy (hyperconnected) infrastructures (and especially critical
infrastructures due to their importance for the European Cyberspace and the European Economy) research ar
development on trust and trustworthiness management the way needed is seen as a gagtwered to achieve

the Vision. If Aol3 share a number of research actions with other Aols it also puts additional emphasize or even bril
some new ones. Indeed Aol3 calls as others for measurable indicators of trustworthiness but here in the
combination of safety and security means for infrastructure. At such it puts additional emphasize on researct
needed on security architecture for Trust and Trustworthiness measurement and management (calling for not onl
reactive measures but also and most importgnroactive measures). As other Aols, Aol 3 calls also for users to be
provided with access to information that allows the confirmation of the trustworthiness of the infrastructure and its
services (even if partly) but also calls for increase trust inrimdition sharing and some more freedom of
information legislation.

On a very specific aspeatyber physical security and 0T security systems relate to physical objects that are
physically manufactured in various locations around the world before beimgped and distributed within their

area of usage, and in particular in Europe. Hence, manufacturing can be done outside of Europe while usage
eventually in Europe. Initial security credential provisioning (personalisation) is a critical step witkiystém and

the chain of trust that must be ensured in a trusted manner no matter the security technologies employed.

11.1.2.3.2Research challenges
We envisage the following research areas to be further investigated:

T Computational trust models There is the need tdefine sound computational trust models able to cope
with the heterogeneity of modern ICT infrastructures, ranging from loT to cloud services. The computationa
trust models should be robust enough to resist to attacks as defame and collusion. New #ggregd
filtering approaches should be identified. Overall unified trust and reputation models/principles should be
also investigated.

1 Decentralized trust frameworks (e.g. blockchainlhen dealing with trust it is always relevant to be able
not to rely on single authorities but also considering decentralized trust models, also in several application
domains. Such models should be reliable, accurate and robust to attacks. Recently methods as blockche
emerged as a practical framework of interest. Metbofibr assessing trust in decentralized networks,
including distributed consensuses making should be investigated. Also the applicability of blockchain t
several other trust services, both in the public and private domains should be analysed.

1 Trust andbig data.Big data heavily interplay with trust. On the one hand, we need to trust on the collected
data, i.e. who are the providers, who manipulated etc., on the other hand data helps to define proper trust
and reputation systems, often based on recordeddence by several parties. In particular, we need to
develop and monitor techniques for trusted information sharing (including several incentives schemas).

1 Trusted security credential provisioning and persorsdtion. Initial security credential provisiong is a
critical step within the chain of trust that must be ensured in a trusted manner no matter the security
technologies employed. In particular, if the manufacturing of the device cannot be done within an
environment that guarantees sufficient trudbr security credential provisioning (e.g. subcontracting
factories outside of Europe), alternative systems and schemes must be envisaged, designed an
implemented. These can include in particular secure elements, which act as hasoasae root of trusbn
RSOAOSayYy G(GKS& FINBE KAIKEE& aSOdNBE G2 NBYIAY Ay
manufactured and personalised within trusted environments.

11.1.2.3.3 Expected outcome
1 Increased trust in the cyber world;

1 Wide adoption of blockchain technoles in several fields
1 Requirements for trusted security credential provisioning (e.g. trusted secure elements)
1

More efficient online Business
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11.1.2.3.4Time line
Topic / Timeframe Short (23) Medium (3-5)

Methods to define,
compute, and
aggregated trust in
complex domains

Unified computational trust
models able to cope with
several scenarios

Computational and
distributed models of
trust

Decentralized trust Improved theoretical Applicability ofdecentralized
frameworks foundations should be trust models to severa
(blockchain) investigated. application domains

Credibility and integrity

Trust and big data of big data sources

System  architecture Integration of secure

design enabling trustec hardwarebased roots of

credential provisionig | trust within systems from
the application segments

Trusted security
credential provisioning
and personalation

11.1.3 Data security

11.1.3.1 Scope

A major characteristic of current and future systems and applications, which has been recognised by all differer
viewpoints as reprented by the Aols, is the ewrcreasing amount of valuable data that needs to be properly
managed, stored, and processed. Data can be produced by systems as a consequence, for example,
interconnected devices, machines and objects in the Internet @figeh and by individuals as a consequence, for
example, of business, social and private life movingdirmm thus including data resulting from observations (e.g.,
profiling) and data intentionally provided (e.g., the prosumer role of individuals). Asalue of data increases,
opportunities based on their exploitation and the demand to access, distribute, share, and process them grows
Highly connected systems and emerging computing infrastructures (including cloud infrastructures) as well &
efficient reattime processing of large amounts of data (including Big Data methods and applications) facilitate
meeting these demands, leading to a new ddtaven society and economy.

The collected data often are of a highly sensitive nature (e.g., medical daisyroer profiles, and location data)

and need to be properly protected. With data being stored and processed in the cloud, and being exchanged ar
shared between many previously unknown and unpredictable parties, this protection cannot stop at a single
sysS§YQa 02NRSNE o6dzi ySSR (42 o6S FLLWIXASR (2 G4KS RIFGF
processing the data, what access channels are used and what entity is controlling the data. Hence, -aesytsiem
view on security and privacy, indimg, among others, secure devices and infrastructures (cf. sections below), needs
to be complemented with a dateentric view, focusing on data lifecycle aspects.

Providing transparency on where data resides, who has access to them, and for which ptinpgssa® being used,
together with mechanisms that allow the data owner to control the usage of their data, have been identified by all
Aols as essential aspects of a daémtric view and a prerequisite of a secure and priva®serving digital life.
While research has already produced a number of relevant contributions (e.g., sticky policies, privacy policies, ar
techniques for protecting data at rest), many challenges are still open, including enforcement and usability. Thes
challenges are not onlyf@ technical nature: for example, lack of awareness of the value of data (and what data are
actually produced when engaging in digital life) has been mentioned as an inhibitor.

11.1.3.2 Research challenges

A variety of challenges need to be addressed to take rtdge from the availability of large amounts of data in a
secure and privacy compliant way. These challenges should include at least the ones from Aols and Landscape,
cover issues related to the protection of data as well as the use of data for securit

i Data protection techniquesThe size and complexity of collected data in most cases leads to the use of
cloud technology and to their storage at external cléaabed repositories using clotdmhsed services, which
offer flexibility and efficiency for @aessing data. While appealing with respect to the availability of a
universal access to data and scalable resources on demand, and to the reduction in hardware, software, ar
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power costs, the outsourced storage may produce the side effect of exposingivwensformation to
privacy breaches. The security and privacy requirements then create the need for scalable and well
performing techniques allowing the secure storage and management of data at external cloud providers
protecting their confidentiality fom the cloud providers themselves. However, protecting data means
ensuring not only confidentiality but also integrity and availability. Integrity and availability of data in storage
means providing users and data owners with technigues that allow thewetiy that data have not been
improperly modified or tampered with, and that their management at the provider side complies with
possible availability constraints specified by the data owner. The variety of data formats (i.e., structured,
unstructured, ad semistructured) makes the definition and enforcement of such techniques a challenging
issue.

1 Privacyaware Big Data analyticdVe are in the era of Big Data where the analysis, processing, and sharing
of massive quantities of heterogeneous data camdprmany benefits in several application domains. For
instance, in the health care domain the data accumulating in health records can be at the basis of predictiv
models that can lower the overall cost and significantly improve the quality of care, obearsed to
develop personalized medicine. The application of Big Data analytics, however, can increase the risks
inferences that can put the privacy of users at ridkonymizing the sensitive data as a prior step can be of
help, even though it dimishes the utility of the data for the latter analysMle then need to develop
techniques addressing issues related to data linkage, the knowledge of external information, and the
exploitation of analysis results.

1 Secure data processingistributed framewoks (e.g., MapReduce) are often used for processing large
amounts of data. In these frameworks, cloud providers processing data might not be trusted or trustworthy.
There is therefore the need of solutions providing guarantees on the correct and propking/af the cloud
providers. This requires the design of efficient and scalable techniques able to verify the integrity of date
computations (in terms of correctness, completeness, and freshness of the computation results), also whe
the processing of thdata is reatime, and to ensure that data are distributed, accessed and elaborated only
by authorized parties.

1 User empowerment. For users or orgasatiors there is great convenience in relying on a cloud
infrastructure for storing, accessing, or sharthgir data, due to the greater availability, robustness, and
flexibility, associated with significantly lower costs than those deriving by locally managing the data.
Unfortunately, such convenience of resources and services comes at the price of lodiruy coer the
data. Although cloud providers implement some data protection features, possibly demanded by legislatior
and regulations, such protection typically consists in the application of basic security functionality and doe:
not provide the data ownewith effective control over her data. This situation has a strong impact on the
adoption and acceptability of cloud services. In fact, users and @ations placing data in the cloud need
to put complete trust that the providers will correctly manageetoutsourced information. There is
therefore the need to reempower users with full control over their data, enabling them to wrap the data
with a protection layer that offers protection against misuse by the cloud provider.

1 Operations on encrypted dataThe confidentiality of data externally stored and managed is often ensured
by an encryption layer, which prevents exposure of sensitive information even to the provider storing the
data. Encryption makes however data access and retrieval a difficult Tésk.problem of supporting
efficient finegrained data retrieval has recently received the attention of the research community and led to
the development of solutions based on specific encryption schemas or on the use of indexes (metadata) the
support quey functionality. With respect to the use of specific encryption schemas, any function can be, in
theory, executed over encrypted data using (expensive) fully homomorphic encryption constructions. In
practice, however, efficient encryption schemas need ¢oadlopted. An interesting problem is then how to
select the encryption schemas that maximize query performance while protecting data according to possible
security requirements imposed over them (e.g., data should be encrypted in a way that the freqdency o
values is protected). With respect to the use of indexes, we note that indexes should be clearly related tc
the data behind them (to support precise and effective query execution) and, at the same time, should not
leak information on such data to obsens, including the storing provider. Also, there may exist the need of
combining indexes with other protection techniques (e.g., access control restrictions) and such combination
should not introduce privacy breaches. The design of inferdreze indexesthat can be combined with
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other protection techniques without causing privacy violations are all aspects that still require further
investigation.

1 Provenance of dataThe impact of data in our daily lives is growing. For instance, it is possible to collect
YSRAOI f RFEGF FNRBY AYRAGARdzZGING OFMly 3& Y IREIDLAIOSYE Ipa ¢ &
and use of these data allow people to take preventive actions or to take healthy choices. In this and othe
scenarios, it is important to establishgiven level of trust on the data. Tracking data provenance can then be
useful for: i) verifying whether data come from trusted sources and have been generated and used
appropriately; andi) evaluating the quality of the data. The definition of a formadel and mechanisms
supporting the collection and persistence of information about the creation, access, and transfer of data is
therefore of paramount importance.

1 Query privacy.In several scenarios neither the data nor the requesting user have partiquivacy
requirements but what is to be preserved is the privacy of the query itself (e.g., a query that aims at
retrieving information about the treatments for a given iliness discloses the fact that the user submitting the
query is interested in thisllmess). It is therefore important to design efficient and practical solutions
(possibly exploiting the presence of multiple providers for increasing the protection offered) that enable
users to query data while ensuring the access confidentiality (retegting the data the users are looking
for) to the provider holding the data. Effective protection of query confidentiality requires not only
protecting confidentiality of individual queries, but also protecting confidentiality of access patterns.

1 Datacentric policies.When data are stored and managed by external cloud providers, they can be subject
to possible migrations from one provider to another one to balance the system load or to perform
distributed computations. This migration introduces manwltdnges with respect to the proper protection
of data confidentiality. In fact, each provider can use different security mechanisms and may be subject tc
different security requirements (e.g., providers operating in different countries may be subjedfe¢cedt
law regulations). When therefore data are migrated from a provider to another it is important to guarantee
that the protection requirements characterizing the data are still satisfied. The fully distributed cloud
architecture introduces however kack of traceability on the data and makes the correct enforcement of
such requirements complicated. To this purpose, we need to def)n@:model and language for easily
expressing the requirements on the data usage and for regulating information flowsag different
servers/cloud domains; anig data-centric policies (i.e., policies attached to the data) that aim at facilitating
the enforcement procedure by allowing the access of the security policies anywhere in the cloud.

1 Economicvalue of personal ad businesgdata. The large amount of data collected, processed, and shared
range from personal data (e.g., usgenerated content, social data, location data, and medical data) to
business data. The economic value of these large collections of dataeadsimg rapidly as technological
innovations are introduced. In this context, both users and olgitns should be able to estimate the
economywide benefits achievable through the analysis of such large amounts of data to find the right
balance betweerthe required information and the desired insight.

1 Big data storageProtection and security of data, especially of those of public interest (data relevant to ClI
and 1IS) are crucial. The amount of data processed in both public and private sectors iig gnoavso is the
need for their storage. New forms of data storage such as cloud storage have thus appeared. Nevertheles
the use of online services and clouds often leads to-tnansparent security solutions of doubtful credibility.

11.1.3.3 Expected outcome
1 Secure and privacy aware data processing and storage
T ' ROFYOSR YSOKIFIyAaAavYa (KFG LINRPGSOG STFFSOGAOSteE dz
sensitive data
9 Users have more control over their data

11.1.3.4 Time line

Topic / Timeframe Short (23) Medium (3-5) Long (58)
. Models expressing Efficient techniques for Continuous Monitoring and Certificatio
Data protection . : L
: o (overall and flow) data enforcing the secure dati of data confidentality
(confidentiality) . o
confidentiality storage and management
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Data protection
(integrity and
availability)

Provenance of data

Secure data processing

Operations on
encrypted data

Query privacy

Datacentric policies

User empowerment

Privacyaware Big Data
analytics

Economic value of
personal and business
data

Big Data Security

constraints

Model expressing
(overall and flow) data
integrity and
availability constraints

Model and
mechanisms
supporting the life
cycle of provenance
information

Efficient  probabilistic
techniques for
assessing the integrit
of query results

Design of inference
free indexes
supporting efficient
and finegrained acces:
to encrypted data

Practical solutions
exploiting multiple
providers for

protecting access ant
pattern privacy

Requirements on date
usage and data flows

Models expressing use
control constraints

Models expressing
privacy properties anc
policies suitable for bic
data

Specification of usable
security properties
and policies suitable
for big data

11.1.4 Protecting the ICT Infrastructure

11.1.4.1 Cyber Threats Management

11.1.4.1.1 Scope

Techniques

constraints and verifying
compliance

Access control  mode
regulating access and
distribution of data and
computations

Physical design (o
encrypted data according
to operations to be
supported and possible
requirements on the
needed protection

Static datacentric policies

Selfprotecting solutions

Inferencefree data
analytics techniques

Model and metrics for
evaluating the economic
gain obtained from the
analysis of large collection
of data

Veified enforcement of Privacyfriendly and
security properties of bi¢c management

data

enforcin¢ Continuous Monitoring and Certificatio
integrity and availability of Data Integrity

Adaptable déta-centric policies

secure bigdata

Before the era of the Internet, computer attacks used to spread in the form of viarsésppy disks. However, the
advent of the Internet clearly demonstrated that attacks can compromise hundreds of thousands of computers in
few hours or so. The ability to remotely compromise a computer coupled with the value that a compromised
computer may bring quickly moved organized crime into the cyber world completely changing the motives and
dynamics of thecybersecurityscene. Although theyber attackerof yesterday was often seeking fame and peer
recognition through a massive cyberattack thatuledemonstrate his/her computer skills, the modern day attacker
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